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Abstract
In recent years, blockchain technology has emerged as a promising solution for securing electronic health records (EHRs)

while preserving patient privacy. Traditional e-health systems facilitate EHR sharing among healthcare providers but also

introduce significant privacy risks, such as unauthorized access and data breaches. Blockchain, when integrated with

privacy-preserving techniques, enhances transparency, integrity, and availability in EHR management. Smart contracts

further strengthen security by enabling automated authentication and access control. This paper provides a comprehensive

survey of blockchain-based access control frameworks in healthcare, categorizing them into permissioned and permis-

sionless approaches. It also explores cryptographic privacy-preserving techniques designed to mitigate privacy risks.

Additionally, blockchain platforms and consensus protocols commonly used in these frameworks are analyzed. The

methodology follows a structured paper selection process, leading to the final inclusion of 45 research papers focusing on

blockchain-based privacy preservation and access control in healthcare. Furthermore, it presents real-world case studies

that illustrate the practical implementation of blockchain-based access control in healthcare settings, highlighting their

strengths and challenges. Finally, it identifies privacy-related challenges, open research issues, and future directions to

guide further research in this evolving domain.
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ABE Attribute-based encryption

AI Artificial intelligence

BFT Byzantine fault tolerance

CP-ABE Ciphertext-policy attribute-based encryption

CSP Cloud service provider

DApps Decentralized applications

DBFT Delegated Byzantine fault tolerance

DPoS Delegated proof of stake

EHR Electronic health record

FHE Fully homomorphic encryption

GDPR General Data Protection Regulation

HIPAA Health Insurance Portability and Accountabil-

ity Act

IoT Internet of things

IPFS InterPlanetary file system

MSP Membership service provider

NIZKP Non-interactive zero-knowledge proof

PBFT Practical Byzantine fault tolerance

PoA Proof of authority

PoAc Proof of activity

PoAh Proof of authentication

PoC Proof of conformance

PoET Proof of elapsed time

PoS Proof of stake

PoV Proof of vote
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PoW Proof of work

SGX Software guard extensions

SMPC Secure multi-party computation

SSharing Secret sharing

TEE Trusted execution environment

TTP Trusted third party

ZKP Zero-knowledge proof

1 Introduction

The majority of healthcare providers worldwide are now

interested in using smart technologies to replace traditional

healthcare systems with e-health systems. Efficiently

managing and improving the electronic transmission and

distribution of healthcare data to physicians is a top priority

for enterprises and healthcare providers. The Electronic

Health Record (EHRs) are the primary component of

e-health systems, digitizing a patient’s paper file and pro-

viding authorized parties with easy and secure access to

this information [1]. EHRs may include all relevant patient

information, such as medical history, diagnoses, images

(e.g., CT scans, X-rays), laboratory results, and treatments.

As EHRs are distributed across various medical organiza-

tions, the benefits of transitioning toward e-health are

increasingly recognized [2]. However, the lack of inter-

operability between different medical organizations’ data

standards presents a significant challenge. Additionally, the

sharing of health records and their transfer outside medical

organizations are often restricted due to privacy

concerns [3].

Privacy is a major concern in shared environments and

must be carefully considered. In recent decades, privacy

and security issues in the healthcare industry have become

increasingly significant [4]. These challenges make

exchanging medical data extremely difficult, severely

limiting its practicality. One of the key features of EHRs is

their ability to create and manage electronic health infor-

mation that can be accessed by multiple authorized

healthcare providers. Despite global efforts to enhance

EHR security, patients’ private data remains vulnerable to

breaches. Since most medical information is stored cen-

trally within medical institutions, it is exposed to risks such

as hacking, natural disasters, and malicious tampering, all

of which can lead to data breaches or loss of medical

information. For instance, about 47 GB of health data

stored by medical institutions on an Amazon database was

accidentally leaked to the public, affecting an estimated

150,000 patients [5]. Blockchain technology has been

proposed as a potential solution to mitigate these issues [6].

Blockchain is a decentralized system that combines a

hash chain and a consensus mechanism to establish a

common ‘‘truth’’ regarding the data stored on the chain.

This system relies on a network for communication and

storage, distributing data across participants without the

need for a central server. While blockchain technology is

resistant to tampering, it can be altered if consensus is

reached among participants [7]. Permissionless block-

chains allow anyone with an internet connection to par-

ticipate, while permissioned blockchains restrict access to

certain individuals or groups.

Unlike traditional databases controlled by central enti-

ties such as governments and banks, blockchain decen-

tralizes data storage across nodes within the network. It

acts as a tamper-resistant ledger, recording transactions in a

sequence that, while difficult to alter, can be modified

through consensus. The features of transparency, decen-

tralization, and verifiability make blockchain technology a

promising tool for managing EHRs in medical organiza-

tions, enabling secure data sharing across different entities

while ensuring its integrity [8].

There are two primary types of blockchains: permis-

sionless and permissioned. In a permissionless blockchain,

any participant can write to the ledger and engage in the

consensus mechanism, although not all implementations

are fully anonymous. In contrast, permissioned blockchains

restrict these activities to authorized participants [9]. To

ensure proper access control in healthcare systems,

healthcare providers must develop reliable methods to

validate permissions and securely distribute EHRs.

Blockchain technology can play a key role in access

control by recording and verifying access-related infor-

mation through a decentralized ledger. This ensures

transparency, accountability, and a tamper-resistant record

of access events, which can be audited and traced back to

specific users or devices. Moreover, blockchain eliminates

the need for a central authority, reducing the risk of a single

point of failure and enhancing security against malicious

actors.

Access control in healthcare systems relies on three

foundational services, commonly referred to as AAA:

Authentication, Authorization, and Accounting [10]. (1)

Authentication: To safeguard patient data and prevent

identity theft, healthcare providers must authenticate the

identity of users attempting to access electronic health

information. Methods of authentication include passwords,

biometric verification, two-factor authentication, and more.

(2) Authorization: After authentication, users are granted or

denied access to specific resources or functions based on

predefined access control policies, ensuring that only

authorized individuals can access sensitive patient data. (3)
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Accounting: Accounting involves tracking and logging

user activity within the healthcare system, including who

accessed patient data, when it was accessed, and what

actions were taken. This is crucial for auditing and ensur-

ing compliance with healthcare regulations. By incorpo-

rating these services into an access control system,

healthcare organizations can enhance data security and

prevent breaches or unauthorized access.

In fact, enabling authentication, authorization, and

accounting is critical for adopting a good EHR access

control approach [11]. Access control methods should be

employed to ensure that only authorized users are granted

access to patients’ EHRs. The survey’s main contributions

are:

1. The categorization of recent EHR access control

methods based on blockchain into two categories:

permissionless and permissioned. Each category

includes a summary of publication year, blockchain

type, consensus protocol, blockchain platform, EHR

location, privacy/access control technique, and

weaknesses.

2. Classifying access control methods from privacy and

security perspectives provides readers with a concise

understanding of various factors, including confiden-

tiality, integrity, availability, accountability, revocabil-

ity, scalability, and access control.

3. Outlining blockchain-based privacy-preservation cryp-

tographic techniques in healthcare to protect the

privacy of patients’ EHRs.

4. Introducing the most popular blockchain platforms and

consensus protocols used in access control methods, as

well as summarizing the consensus protocols in terms

of publication year, blockchain type, mining technique,

blockchain platform, decentralization, computing over-

head, benefits, and drawbacks.

5. Representing the smart contract mechanisms in the

development of access control methods in healthcare

and providing an in-depth explanation of the block-

chain’s main characteristics.

6. Identify prevalent privacy challenges, address open

research issues, and outline potential future directions.

The organization of this survey is as follows: Sect. 2

reviews relevant survey papers on blockchain-based secu-

rity and privacy in healthcare. Section 3 provides a com-

prehensive overview of blockchain technology. Section 4

discusses the key elements of blockchain, including con-

sensus algorithms, blockchain platforms, and smart con-

tracts. Section 5 defines privacy-preserving cryptographic

techniques using blockchain in the healthcare domain.

Section 6 covers blockchain-based EHR access control

methods. Section 7 highlights privacy challenges and

issues that arise in the healthcare domain when utilizing

blockchain technology. Section 8 discusses open research

issues and potential future directions. Section 9 presents

case studies of blockchain-based access control in health-

care. Finally, Sect. 10 concludes the survey. The organi-

zation of the paper is also illustrated in Fig. 1.

2 Related work

In this section, we examine various survey papers related to

blockchain-based security and privacy approaches in

healthcare. Kassab et al. [12] surveyed 52 papers based on

blockchain technology and published between 2015 and

2018, reviewing several blockchain-based healthcare

applications for patients, healthcare providers, and insur-

ance companies. Syed et al. [13] surveyed 143 papers

based on blockchain technology and published between

2015 and 2018, with a focus on their relevance to the

healthcare domain, including the challenges, scenarios, and

benefits associated with using blockchain in healthcare, and

discussing security and privacy issues relevant to EHR

methods.

Hussien et al. [14] conducted a survey of 58 papers

related to blockchain technology, published between 2016

and 2019. Their primary focus was on blockchain solutions

within the healthcare sector, particularly classifying them,

identifying challenges, and outlining security objectives.

Agbo et al. [15] surveyed 65 blockchain-based papers

published between 2016 and 2018, focusing on multiple

studies in various use cases for implementing blockchain

technology in the healthcare sector. Tandona et al. [16]

surveyed 42 blockchain-based papers published between

2016 and 2019 related to the handling and sharing of

healthcare data, including EHRs. Soltanisehat et al. [17]

surveyed 62 papers based on blockchain technology and

published between 2016 and 2020, reviewing the applica-

tions, challenges, and future directions in healthcare.

Hasselgren et al. [18] reviewed 39 blockchain-based

papers in the healthcare domain published between 2018

and 2020, focusing on healthcare data integrity, interop-

erability, and access control challenges. Farouk et al. [19]

conducted a survey of 11 blockchain-related papers pub-

lished between 2016 and 2019, with a primary focus on

healthcare systems. Their survey encompassed an investi-

gation into the participation of start-up companies in this

domain and the identification of potential research direc-

tions. Qadri et al. [20] conducted a survey of 99 block-

chain-based papers published between 2016 and 2019, with

a primary focus on reviewing blockchain as an emerging

technology for the future of healthcare internet of things

(IoT).

Shi et al. [21] conducted a survey of 33 blockchain-

based papers published between 2016 and 2019. Their
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primary focus was on reviewing healthcare systems,

including requirements, applications, limitations, and

potential research directions. Chukwu et al. [22] conducted

a survey of 61 blockchain-based papers published between

2017 and 2019, with a primary focus on applications in

Healthcare Systems, along with a consideration of potential

research directions. Khatri et al. [23] reviewed 50 block-

chain-based papers in the healthcare sector published

between 2016 and 2020, discussing a systematic review of

blockchain trends and healthcare challenges. Hussien

et al. [24] surveyed 940 blockchain-based papers related to

the healthcare domain and published between 2016 and

2020, conducting a bibliometric analysis of healthcare data

systems to improve privacy and security in this domain.

Arbabi et al. [25] reviewed 45 papers on blockchain in

healthcare published between 2016 and 2021. They

focused on analyzing interactions among healthcare

stakeholders and explored storage systems’ functional

components and non-functional requirements, addressing

aspects such as health data collection, storage, and sharing.

Villarreal et al. [26] surveyed 21 papers on blockchain

technology published between 2017 and 2022, focusing on

blockchain interoperability and security solutions. They

classified these papers to identify architectural mechanisms

used in healthcare environments and highlighted the

architectural elements supporting these solutions. The

study outlined seven architectural approaches for imple-

menting blockchain in healthcare, providing an overview

of the problems addressed, analyzing interoperability and

security, and discussing related tactics for each scenario.

Popoola et al. [27] conducted a critical literature review on

security and privacy in smart home healthcare schemes that

adopt IoT and blockchain technologies. The study surveyed

38 papers published between 2016 and 2023, examining

the problems, challenges, and solutions associated with

these systems, focusing on vulnerabilities such as cyber-

attacks, data breaches, and privacy concerns due to the

sensitive nature of health data. The authors highlighted the

potential of blockchain to enhance security and privacy

through decentralized and tamper-proof data management.

They analyzed existing solutions and proposed improve-

ments, emphasizing robust encryption, secure data-sharing

mechanisms, and user-centric privacy controls. The paper

provides a comprehensive overview of current research and

suggests directions for future work in this domain. Lastly,

Reshi et al. [28] conducted an in-depth examination of the

challenges, contributing technologies, and alternatives in

blockchain systems. The study surveyed 30 papers pub-

lished between 2016 and 2023, analyzing critical issues

such as scalability, energy consumption, interoperability,

and security, alongside the role of consensus mechanisms

and cryptographic techniques in addressing these chal-

lenges. The authors also explored emerging alternatives,

including Directed Acyclic Graphs (DAGs), sharding, and

hybrid architectures, which aim to overcome the limita-

tions of traditional blockchain systems. By highlighting the

trade-offs between decentralization, security, and effi-

ciency, the paper provides valuable insights into adapting

blockchain for various applications, including healthcare,

and suggests future research directions to address these

challenges.

Table 1 compares our survey with other existing surveys

in the healthcare domain based on various factors such as

year of publication, main contributions, EHR frameworks,

blockchain types, consensus protocols, privacy techniques,

access control, and covered years.

Our survey surpasses existing reviews by providing a

comprehensive and up-to-date analysis of blockchain-

based EHR access control, privacy-preservation tech-

niques, and consensus protocols in healthcare. Unlike prior

Fig. 1 The organization of this survey paper
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works, we systematically categorize access control meth-

ods into permissionless and permissioned blockchains,

evaluate critical privacy and security factors, and analyze

widely used blockchain platforms. Furthermore, we

address open research issues, propose potential solutions,

and outline future directions up to 2024. While recent

studies offer valuable insights, they often lack a holistic

comparison of blockchain-based access control frame-

works from both privacy and security perspectives-a gap

our work thoroughly addresses. As a result, our survey

serves as a more comprehensive and actionable resource

for researchers and practitioners seeking a well-rounded

understanding of blockchain-based EHR access control.

2.1 Search strategy

This study reviews blockchain-based research papers

related to healthcare, privacy, and access control that were

published between 2016 and 2024. We defined the search

space for this study by utilizing multiple scientific data-

bases, including Google Scholar, ResearchGate, IEEE,

Science Direct, Elsevier, Springer, ACM, MDPI, Wiley,

and Hindawi.

2.2 Search criteria

To obtain a comprehensive understanding of the topic and

answer our research questions, we used specialized search

keywords to conduct our search. The selected papers were

obtained using the search keywords (‘‘EHR’’ OR

‘‘Healthcare’’ OR ‘‘EMR’’ OR ‘‘Electronic Health Record’’

OR ‘‘Electronic Medical Record’’) AND (‘‘Privacy’’ OR

‘‘Access Control’’) AND ‘‘Blockchain’’.

2.3 Paper selection process

Following the established search strategy and criteria, we

queried papers using the selected search keywords, as

illustrated in Fig. 2, and as outlined below:

• Step 1: In the first step, we collected papers based on

the selected search keywords, resulting in 296 papers

being collected.

• Step 2: In the second step, we continued the paper

selection process by removing duplicates and focusing

on the titles and abstracts. At the end of this step, 164

papers remained.

• Step 3: In the third phase, we thoroughly studied the

entire contents of the papers and removed any unsuit-

able ones. This led to a selection of 129 papers related

to blockchain technology in the healthcare domain.

• Step 4: Lastly, we analyzed and examined the papers

remaining from the third phase. This resulted in a final

selection of 45 papers related to the use of blockchain in

healthcare, specifically focusing on providing privacy-

preservation and access control methods for inclusion in

this review.

In this survey, our main focus is on privacy-preserving

techniques based on blockchain for implementing access

control methods in the healthcare sector. To ensure a

comprehensive understanding, we will begin by presenting

an overview of blockchain technology in the following

section, prior to diving into the access control techniques

being discussed.

3 Blockchain technology overview

Blockchain is a technology introduced by the pseudony-

mous entity known as Satoshi Nakamoto [29]. It has

become one of the most popular research areas and has the

potential to revolutionize applications across various fields.

Transactions on the blockchain are publicly visible yet

become immutable once recorded. Any attempt to modify a

transaction would require updating the hash values of all

subsequent blocks. The blockchain stores data indefinitely

through a network of decentralized and distributed nodes.

Each node maintains an instance of the blockchain, which

is continuously updated to ensure consistency across all

nodes. The blockchain consists of a series of interlinked

blocks, with each block pointing to its predecessor. Every

valid transaction is recorded within a block on the

blockchain.

3.1 Hash function

A hash function [30] is a deterministic mathematical

algorithm that maps data of arbitrary size to a fixed-size bit

string, known as the hash value. Formally, let H be a hash

function defined as:

H : f0; 1g� ! f0; 1gn; ð1Þ

where f0; 1g� denotes the set of all binary strings of arbi-

trary finite length and f0; 1gn
represents the set of binary

strings of fixed length n. Hash functions are designed to

satisfy the following essential properties:

• Pre-image resistance: Given a hash value h, it is

computationally infeasible to find any input x such that

HðxÞ ¼ h.

• Second pre-image resistance: Given an input x, it is

computationally infeasible to find a different input x0

such that HðxÞ ¼ Hðx0Þ.
• Collision resistance: It is computationally infeasible to

find any two distinct inputs x and x0 such that

HðxÞ ¼ Hðx0Þ.
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Table 1 A comparison between this survey and other surveys in the healthcare domain

Survey

authors

Publication

year

Main contributions EHR

frameworks

Blockchain

types

Consensus

protocols

Privacy

techniques

Access

control

Covered

years

Kassab

et al. [12]

2019 Review the blockchain-based

challenges, benefits, and

scenarios in healthcare

U x x x x 2015–2018

Syed

et al. [13]

2019 Review of several blockchain

based healthcare applications

U U U x x 2015–2018

Hussien

et al. [14]

2019 A review of blockchain solutions

in healthcare and their

classifications, problems, and

security objectives

U U x x U 2016–2019

Agbo

et al. [15]

2019 A review of various use cases for

implementing blockchain

technology in the healthcare

sector

U U x x x 2016–2018

Tandona

et al. [16]

2020 Review of the handling and

sharing of healthcare data,

including EHRs

U U x x x 2016–2019

Soltanisehat

et al. [17]

2020 Review of the blockchain-based

applications, challenges, and

future directions in healthcare

U U U x x 2016–2020

Hasselgren

et al. [18]

2020 A blockchain review of healthcare

data integrity, interoperability,

and access control challenges

U U U x U 2018–2020

Farouk

et al. [19]

2020 A review of blockchain in

healthcare systems, including an

exploration of start-up

companies involved

U U U x x 2016–2019

Qadri

et al. [20]

2020 Review of Blockchain as an

emerging technology for the

healthcare IoT

U x x U x 2016–2019

Shi

et al. [21]

2020 A review of healthcare systems

requirements and limitations,

and potential research directions

U U U x U 2016–2019

Chukwu

et al. [22]

2020 Review of applications in

Healthcare Systems, along with

a consideration of potential

research directions

U U U x x 2017–2019

Khatri

et al. [23]

2021 A systematic review of

blockchain trends and

healthcare challenges

U x x x x 2016–2020

Hussien

et al. [24]

2021 Review the bibliometric analysis

of healthcare data systems to

improve privacy and security

U U U x U 2016–2020

Arbabi

et al. [25]

2022 Analyze interactions among

healthcare stakeholders and

explored storage systems’

functional components and non-

functional requirements

U U U x U 2016–2021

Villarreal

et al. [26]

2023 Review blockchain applications

in healthcare, focusing on

blockchain interoperability and

security solutions

U U U x x 2017–2022

Popoola

et al. [27]

2024 Review security and privacy

challenges in IoT-based smart

home healthcare, proposing

blockchain solutions and future

directions

U U U x U 2016–2023
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These properties are critical for ensuring data integrity and

security in blockchain systems.

3.2 Structure of a block

Each block in a blockchain is secured through hash func-

tions, which ensure data integrity and block chaining, and

digital signatures [30], which prevent unauthorized modi-

fications. When a block is generated, a unique hash value is

produced based on its content, including transaction data.

The block is then added to the blockchain, where its hash

value is referenced by the subsequent block to ensure the

integrity of the chain. The Genesis block is the first block

in the chain and, as it has no previous hash, it is considered

the foundational block of the blockchain. Transactions in

subsequent blocks are validated using a combination of

cryptographic methods, ensuring the security and consis-

tency of the blockchain network. Modifying a block’s

content is extremely difficult because it would require re-

validating the affected block and potentially the hash val-

ues of connected blocks, depending on the consensus

mechanism employed by the network. Hash functions

enhance the security of blockchain systems in several

ways:

• Data Integrity: Any modification to the data within a

block results in a different hash value, immediately

signaling tampering.

• Linking Blocks: Each block contains the hash of the

previous block. This chaining ensures that altering one

block would require recalculating and updating the

hashes of all subsequent blocks, a process that is

computationally prohibitive.

• Resistance to Attacks: The pre-image, second pre-

image, and collision resistance properties make it

practically impossible for an adversary to forge a block

or alter transaction data without detection.

Block sizes and the number of transactions per block can

vary significantly depending on the specific blockchain

implementation. For example, Bitcoin limits block sizes to

1 MB, while other systems, such as Bitcoin Cash, allow

larger blocks of up to 8 MB or more [31]. Larger blocks

can process more transactions at once, but different

blockchain systems impose their own limits on block size

and transaction capacity.

Figure 3 represents the structure of a typical block,

which includes fields such as the previous hash (the hash

value of the preceding block), timestamp (the date and time

Table 1 (continued)

Survey

authors

Publication

year

Main contributions EHR

frameworks

Blockchain

types

Consensus

protocols

Privacy

techniques

Access

control

Covered

years

Reshi and

Sholla [28]

2024 Review blockchain applications

in healthcare, focusing on

blockchain energy consumption,

interoperability and security

solutions

U U U U x 2016–2023

Our Survey 2025 A review of EHR access control

methods, privacy preservation

tech- niques and challenges,

open research issues, and future

directions

U U U U U 2016–2024

Fig. 2 A flow diagram of the study selection process
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when the block was created), nonce (a unique number used

in mining), the Merkle tree (a structure used to efficiently

verify the integrity of the data), and the transaction data

(information created by users that is stored in the block). A

block is secured using a combination of hashing and, in

many implementations, digital signatures [32]. Any

attempt to modify a transaction in a block would require

altering the corresponding hash values and, depending on

the consensus mechanism, may require updating subse-

quent blocks-a computationally intensive process. Once

validated, a new block is added to the blockchain, making

it part of the permanent and secure record.

Figure 4 illustrates a blockchain architecture where

participants are represented as nodes, though not all par-

ticipants may function as full nodes. Each node maintains a

copy of the blockchain, continuously updating it to reflect

the latest transactions and blocks. Nodes can perform

various activities, including transaction validation, mining,

or executing transactions. Most blockchain implementa-

tions utilize decentralized consensus mechanisms to vali-

date and add new blocks. The role and activities of a node

depend on the specific blockchain architecture and design.

The distributed nature of the blockchain network allows

it to function as a single, logical platform shared by all

participants. One of the main advantages of a decentralized

system over a centralized one is its resistance to failure-

there is no single point of failure, as data is replicated

across multiple nodes. Once a transaction is recorded on

the blockchain, it becomes highly tamper-resistant due to

the consensus mechanism and the cryptographic techniques

in use. This ensures the integrity and transparency of the

data across the network.

Different types of blockchain networks exist, each

designed to meet the specific needs of various applications.

Some blockchains require third parties for access control,

while others manage confidentiality, integrity, and avail-

ability natively throughout the network. However, the

adoption of blockchain in business networks is still in its

early stages, and the technology continues to evolve [33].

3.3 Types of blockchain

As shown in Table 2, blockchain technology can be clas-

sified into two main categories based on access control:

permissionless and permissioned blockchains. These cate-

gories are further subdivided into public, private, and

consortium blockchains, depending on the application

requirements.

3.3.1 Permissionless (Public) blockchain

A public blockchain [34] is a type of permissionless

blockchain, meaning it is open to all users of the network.

Any user can connect to the network of public blockchains

without needing prior permission. Participants have the

ability to read, verify, and add transactions to the block-

chain. Public blockchains have proven extremely useful in

creating decentralized applications and cryptocurrencies

like Bitcoin [29] and Ethereum [35]. Since any anonymous

user can join, public blockchains offer high decentraliza-

tion but may encounter scalability and privacy challenges.

3.3.2 Permissioned blockchain

A permissioned blockchain is a restricted type of block-

chain in which only authorized users have access to the

network. Permissioned blockchains can be either private or

consortium-based.

Private Blockchain: A private blockchain [36] is a type

of permissioned blockchain where only specific users,

authorized by a central administrator, are allowed to par-

ticipate in verifying and adding transactions. Unauthorized

users cannot join the network. The administrator has con-

trol over the network’s transactions and can implement

Fig. 3 A block structure Fig. 4 A blockchain architecture
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rules and policies. Private blockchains are commonly used

by businesses and organizations for internal purposes.

Examples include MultiChain [37] and Quorum [38].

Consortium Blockchain: A consortium blockchain [39]

is another type of permissioned blockchain, but instead of

being controlled by a single organization, it is governed by

a group of organizations. These organizations collaborate

to verify and add transactions, making the consortium

blockchain a hybrid between public and private block-

chains. Like a private blockchain, only authorized users

can participate in the network, while other users are not

allowed access. Examples of consortium blockchains

include Hyperledger [40] and HydraChain [41].

Overall, understanding the different types of blockchain

is crucial for selecting the right framework for various

applications. In sectors like healthcare, the choice between

permissioned and permissionless blockchains can signifi-

cantly impact data privacy, scalability, and security, which

are discussed in more detail in the following sections.

4 Key elements of blockchain technology

Blockchain technology is a distributed ledger system that

stores transactions across a network of computers. Key

elements of blockchain technology include: the main

characteristics of blockchain, smart contracts, consensus

protocols, and blockchain platforms.

4.1 Main characteristics of blockchain

Blockchain is a technology that provides secure and

decentralized transactions. Here are some of the main

characteristics of blockchain: transparency, integrity, and

availability.

4.1.1 Transparency

Blockchain technology provides a high degree of trans-

parency due to its decentralized and immutable na-

ture [42]. Transactions on a blockchain are verified and

stored on a distributed ledger, accessible to all participants

in the network. Each block contains a hash of the previous

block, creating a chain of blocks that cannot be altered or

deleted without affecting the entire chain. This ensures that

all data recorded on the blockchain is transparent, audi-

table, and tamper-resistant. Cryptographic techniques, such

as hashing and digital signatures, further enhance the

security of the recorded data. Transparency is one of the

main advantages of blockchain, particularly in applications

that require trust and accountability.

4.1.2 Integrity

Blockchain technology ensures data integrity through the

hash function, linking each block to the previous one in an

immutable chain. Any change in the data would alter the

hash of the affected block, breaking the link to the next

block and alerting participants to tampering. This mecha-

nism ensures that data on the blockchain cannot be changed

without detection. However, the integrity of the blockchain

also relies on the consensus mechanism [43], which

ensures agreement across participants regarding the valid-

ity of transactions and blocks. Without a reliable consensus

mechanism, the blockchain’s integrity could be

compromised [44].

Merkle trees [45] are binary tree data structures used in

blockchain systems to efficiently and securely verify the

integrity of large datasets. Formally, a Merkle tree is

constructed as follows:

• Leaf Nodes: Each leaf node contains the hash function

HðtiÞ of a transaction ti.

Table 2 A comparison of several types of blockchain

Parameters Public blockchain [34] Private blockchain [36] Consortium blockchain [39]

Participant identity Pseudonymous Pre-approved identities Pseudonymous

Block validation All Nodes Selected nodes Selected nodes

Consensus protocol

participation

Authentication is not needed Authentication is needed Authentication is needed

Throughput Low High High

Read access Public Determined by organization Determined by organization

Consensus protocol Proof of Work (PoW),

Proof of Stack (PoS), ...etc

Proof of Authority (PoA), Proof of

Authentication (PoAh) ...etc

Practical Byzantine Fault Tolerance (PBFT),

Proof of Elapsed Time (PoET), ...etc

Blockchain

platforms

Bitcoin, Ethereum Multichain, BlockStack, Quorum Hyperledger, Hydrachain
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• Non-Leaf Nodes: Each non-leaf node contains the hash

of the concatenation of its child nodes. For example, if

H(L) and H(R) are the hashes of the left and right child

nodes, the parent node’s hash is computed as:

Hparent ¼ HðHðLÞ k HðRÞÞ

where k denotes concatenation.

• Merkle Root: The root of the tree, known as the Merkle

root, is a single hash value that summarizes all

transactions in the block. This root is stored in the

block header and serves as a compact representation of

the entire dataset.

As illustrated in Fig. 5, Merkle trees enable efficient and

secure verification of individual transactions. To verify a

specific transaction ti, a user only needs the transaction’s

hash, the hashes of its sibling nodes along the path to the

root (known as the Merkle proof), and the Merkle root.

This eliminates the need to download and process the entire

blockchain, significantly optimizing data integrity and

validation. Merkle trees are a foundational component of

blockchain systems like Bitcoin [29], ensuring scalability

and security in transaction verification.

4.1.3 Availability

Traditionally, data is recorded in a centralized database,

which poses security and privacy risks and makes it chal-

lenging to restore data once it has been compromised. In

healthcare, this makes it difficult to establish a mutual trust

network between providers. A blockchain system, on the

other hand, allows each node to act as both a sender and a

receiver, creating a fair and distributed peer-to-peer net-

work. This approach eliminates transaction fees and power

loss and enables data to be sent to nodes in various

locations.

The blockchain’s decentralization feature allows data to

be stored and accessed from any node at any time with no

issue of a single point of failure [46–48]. The decentralized

nodes establish a peer-to-peer network with verification,

propagation, and consensus methods where all nodes have

equal responsibilities and tasks. The gossip protocol is used

to synchronize data across nodes and achieve reliable data

distribution and message consistency throughout the

network [49].

Blockchain technology is characterized by transparency,

integrity, and availability, which are enabled through its

decentralized and immutable nature. Transparency ensures

that all transactions are publicly visible and auditable,

while integrity is maintained through hash function and

consensus protocols, preventing unauthorized alterations.

Availability is achieved via decentralization, eliminating

single points of failure and enabling peer-to-peer data

sharing. These characteristics form the foundation for

advanced blockchain applications, such as smart contracts,

which automate and enforce predefined conditions for data

transfers and access control. The next section will explore

how smart contracts leverage these features to enable

secure, decentralized, and automated agreements.

4.2 Smart contract of blockchain

A smart contract consists of a sequence of digitally defined

conditions. A smart contract is a computer-assisted com-

mitment mechanism from the user’s perspective. The rel-

evant data is automatically transferred by the smart

contract when specific conditions are met. The smart

contract is written as a stand-alone code with the aim of

executing certain conditions and runs on the blockchain

system. The smart contract transforms user transactions

into code, which is then recorded on a blockchain and

assigned a distinct address on the blockchain. As for

blockchain technology, smart contracts could be self-

managed and could have legal power. Users’ trust rela-

tionships are enhanced via smart contracts [46, 50–52].

When the contract’s requirements are satisfied, the smart

contract’s chain code can perform several automated tasks

in sequence. Smart contracts provide automated legal

rights, business logic, and duties, providing a basis for

system security and privacy protection while also

improving system efficiency. Smart contracts can apply

multiple privacy protection techniques based on the level

of private information provided by each user [53–55]. Due

to the crucial needs of the systems of digital assets to

design a programmable smart contract, The concept of

smart contracts did not come into practical use until the

development of blockchain technology. Indeed, smart

contract development is based on the following require-

ments [56]: (1) the presence of digital asset systems that

can be used to transfer assets between real-world parties

automatically; (2) the development of law to ensure thatFig. 5 An overview of Merkle tree
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legal reasoning is automated in self-executing code in a

way that respects regulations, bossiness, and contract rules;

and (3) the creation of a secure environment suitable for

contracts that are self-executive, with an emphasis on non-

tampering and integrity, accuracy, and confidence, as well

as availability and transparency.

According to blockchain technology, smart contracts

can also be utilized among anonymous and untrusted par-

ties with no dependence on a central authority, as shown in

Fig. 6. The blockchain supports smart contracts by estab-

lishing connections between contracting parties in a logical

programming language format, where the implementation

of contract rules and conditions is recorded on the block-

chain as an immutable transaction. Therefore, whenever a

smart contract condition is met, a corresponding action can

be automatically executed [57]. The smart contracts are

developed using various programming languages, such as

Java, JavaScript, Golang, and Solidity. The smart contract

mechanisms also include a set of functions that allow the

smart contract to interact with the blockchain and other

contracts.

The smart contract mechanisms can be developed to

facilitate the execution of transactions. For example, they

can be utilized to facilitate the exchange of digital assets,

such as EHRs. Smart contracts can be used to implement

blockchain-based systems for access control. Rules can be

encoded to enforce specific access control policies using

smart contracts for different users or groups. These rules

can define who is allowed to access certain data or perform

certain actions on the blockchain network. By using smart

contracts for access control, blockchain-based systems can

enable only granted users to access sensitive data and

perform sensitive operations. Additionally, smart contracts

can track access history, providing an audit trail of who has

accessed certain data or performed certain actions on the

network. Ethereum [35] and Hyperledger are the most

popular blockchain platforms that support smart contracts.

This makes blockchain technology an attractive solution

for many use cases and industries. Therefore, it is a

promising tool for innovation and disruption in the future.

To summarize, smart contracts are self-executing

agreements with predefined conditions encoded in code.

Their execution relies on consensus protocols, which

ensure that all nodes in the network agree on the outcome,

making the process transparent and tamper-resistant. These

protocols are essential for maintaining the integrity and

trustworthiness of blockchain systems. The next section

will explore consensus protocols in detail, focusing on how

they enable nodes to collaboratively validate transactions

and preserve the blockchain’s integrity.

4.3 Blockchain consensus protocols

Consensus protocols ensure fairness and consistency

among peers in a blockchain network, enabling the selec-

tion of trusted peers to validate transactions and maintain

trust and security. Blockchain’s immutability is based on

the distributed management of nodes on a shared ledger

with uniform data. A reliable consensus system is crucial

for fault tolerance and preventing malicious nodes from

disrupting the protocol. Several consensus protocols exist,

each with varying degrees of performance efficiency and

security, including some widely used protocols [58]:

Proof of Work (PoW) [29] achieved widespread adop-

tion as a consensus protocol after being successfully

implemented in Bitcoin [29], making it the first protocol to

gain such acceptance. PoW enables the creation of a new

block on the blockchain by solving a complex mathemat-

ical puzzle. Typically, the puzzle requires using a hash

function to locate a specific hash that ends with a sequence

of consecutive zeros. The difficulty of finding the hash

increases over time and necessitates significant computa-

tional power. Peers in the network simultaneously attempt

to solve the puzzle and obtain the hash, with the first peer

to do so broadcasting the result to the remaining members

of the network. In the case of the Bitcoin network, the node

that solves the puzzle is compensated, usually with Bitcoin

as a reward. The PoW algorithm offers decentralization and

high security, but its primary drawback is the substantial

amount of power required for mining blocks and its limited

scalability.

Proof of Stake (PoS) [43] is the most commonly used

alternative to PoW [29]. It is identified by the number of

stakes a node has in the network. PoS allows peers to

obtain coins before transactions take place. There is no

competition for solving a complex mathematical puzzle in

PoS; rather, the peer with the highest stake has a higher

probability of submitting a new block to the blockchain.

The way a block is recorded on the blockchain once it is

created may vary. The advantage of PoS over PoW is that it

does not require as much computational power to validateFig. 6 An overview of smart contract
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transactions, so miners are only rewarded through trans-

action fees. PoS provides a fast block creation time, high

throughput, independence from specialized hardware, and

energy efficiency. However, since it relies heavily on peers

with high stakes, the blockchain is likely to become

centralized.

Delegated Proof of Stake (DPoS) [59] is an improve-

ment to the PoS protocol [43], in which nodes vote for

delegates to validate blocks. The delegates work together

to generate the block rather than competing with each

other. If a delegate makes a mistake or performs a mali-

cious act, the other delegates can vote it out. The number of

delegates is limited, allowing the network to be more

efficiently organized. Each delegate can select the appro-

priate time for each block to be published. Scalability,

energy efficiency, low-cost transactions, and solving the

problem of double-spending are the most significant char-

acteristics of this protocol. However, the limited number of

delegates results in a semi-centralized network structure

and the potential for delegate collusion.

Proof of Activity (PoAc) [60] is a hybrid of PoW [29]

and PoS [43]. With this protocol, the process of recording a

block to the blockchain begins similarly to PoW. Each

node competes to solve the complex mathematical puzzle

as quickly as possible. However, the newly generated block

does not contain transactions; it only includes the header

(block-related information) and the location of the node

that initially generated the block. The system then switches

to the PoS protocol to submit the block to the blockchain,

where nodes with the highest stakes sign the block. After

obtaining sufficient signatures, the transaction value is

distributed among the nodes that created the block and the

signing nodes. PoAc has the advantage of protecting the

network from attacks such as the 51% attack, but it also has

substantial drawbacks, including high energy consumption

and limited scalability.

Practical Byzantine Fault Tolerance (PBFT) [61] is a

mechanism utilized in distributed networks, including

blockchains, to detect malicious nodes and make decisions.

In PBFT, the block that is submitted to the chain is the one

that receives the majority of votes (more than 2/3 of all

peers’ votes) validating it. The proposer in PBFT is

selected in a round-robin fashion. This proposer gathers

transactions to generate a block, which is then published to

the network. After receiving the block, peers validate it and

publish it to the blockchain. Its advantages include high

throughput and low power consumption, but it lacks scal-

ability and can cause delays due to the network waiting for

all nodes’ votes.

Delegated Byzantine Fault Tolerance (DBFT) [58] is

based on the PBFT [61] principle but does not require all

peers to vote to submit a new block. A group of peers is

chosen as delegates based on specific criteria and a

consensus protocol, such as PBFT. Several trusted nodes

are elected to store data for all nodes in this mechanism.

The NEO blockchain platform utilizes this protocol [62].

The advantage of DBFT is improved efficiency and scal-

ability, while its drawbacks include a potential compromise

of decentralization due to the restricted number of voters

and reliance on trusted delegates.

Proof of Authority (PoA) [63] is a new class of per-

missioned blockchain-based Byzantine Fault Tolerant

(BFT) consensus protocols. In the PoA protocol, authorities

are a set of nodes in the network, each given a unique

identification under the assumption that the majority of

them are trusted. The PoA protocol uses a rotational min-

ing mechanism to achieve consensus. Time is divided into

slots, with a mining leader chosen for each slot. PoA was

developed for the private Ethereum platform [35] and

implemented in both the Clique and Aura versions.

Geth [64] and Parity [65] are two well-known Ethereum

clients that utilize PoA. PoA is suitable for distributed

applications because it does not require high power con-

sumption, generates blocks at predetermined intervals for

increased transaction rates, and offers better scalability.

However, its drawbacks include centralization risks and

reliance on trusted authorities.

Proof of Elapsed Time (PoET) [66] was first proposed

as a blockchain consensus protocol by Intel. Each miner

must solve a mathematical puzzle, and a block approver

(miner) is chosen at the earliest possible moment based on

a hash function to create a block. The election process uses

the Trusted Execution Environment (TEE) to randomly

select miners across the network. Intel hardware presents

TEE based on Secure Guard Extension (SGX), preventing

malicious attacks by ensuring that only one instance of the

chain runs on a single CPU. Strengths of PoET include

high efficiency and fairness, while its drawbacks include

reliance on specialized hardware and centralization risks.

Proof of Vote (PoV) [67] is a consensus protocol in

which a voting authority verifies each block and grants

nodes approval to create blocks. The distributed nodes,

managed by consortium partners, coordinate consensus,

resulting in decentralized arbitration by vote. The main

objective is to provide separate, secure identities for net-

work users so that block submission and verification can be

chosen by the league’s vote without a third-party mediator.

PoV offers convergence reliability, controllable security,

and low-delay transaction verification. However, it has

centralization risks due to reliance on a limited number of

voters.

Proof of Conformance (PoC) [68] is a consensus

mechanism for both consortium and private blockchains,

where the block generator requires the authorization of

more than 2/3 of the existing participants. It enables key-

word search within consortium blockchains to ensure
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privacy preservation, access control, and secure searches of

encrypted data, including user identities and keywords.

Strengths include strong security and access control, while

drawbacks include limited scalability and reliance on

consortium-based validation.

Proof of Authentication (PoAh) [69] is a lightweight

blockchain authentication protocol for resource-con-

strained devices in IoT and edge computing. It is suit-

able for private and permissioned blockchains, ensuring

security, scalability, and sustainability. Miners, known as

trusted nodes, use unique identification to validate block

sources. PoAh has the benefits of low power consumption

and suitability for IoT but poses centralization risks due to

reliance on trusted nodes.

In summary, consensus protocols are a critical compo-

nent of blockchain technology, ensuring trust, security, and

global consistency across decentralized networks. These

protocols vary in performance efficiency, security guaran-

tees, and levels of decentralization, as outlined in Table 3.

Key quantitative metrics such as transaction throughput,

latency, and energy consumption play a crucial role in

evaluating their efficiency. It is important to note that these

metrics, as referenced in [70, 71], are estimates and can

vary significantly based on specific implementations, net-

work conditions, and environmental factors. The selection

of an appropriate consensus protocol depends on the

specific use case and the desired trade-off between per-

formance, efficiency, and security. Additionally, the choice

must align with the capabilities of the underlying block-

chain platform. Understanding these variations is essential

for making informed decisions when designing blockchain-

based systems. Building on this foundation, the next sec-

tion explores key factors to consider when selecting a

blockchain platform for real-world applications.

4.4 Blockchain platforms

One of the most important steps in beginning to design and

create real-world blockchain apps is to choose the appro-

priate underlying blockchain platform. The following are

the main platforms:

Bitcoin [29] is the first and most widely used blockchain

platform for performing digital financial transactions

without involvement from a central authority such as a

bank. Through a scripting language, Bitcoin makes it

possible to construct smart contacts. Due to the program-

ming language’s limitations, Bitcoin, on the other hand, is

an unsuitable choice for smart contract creation.

Ethereum [35] is a platform based on blockchain tech-

nology that has greatly influenced the recent advancement

of blockchain. Due to a built-in programming language

called Solidity, Ethereum is widely recognized as the

leading platform for facilitating smart contracts. The

flexibility of smart contracts that can be created and exe-

cuted on Ethereum enables blockchain technology to be

used in a range of applications beyond cryptocurrency. As

a result, Ethereum has become the most popular platform

for creating blockchain applications. The two most popular

Ethereum client implementations are Parity and Geth.

MultiChain [37] is a platform based on blockchain that

allows participants to easily establish private blockchains

within enterprises. It gives users a command-line interface

to communicate with the network and uses a simple API to

enhance the Bitcoin [29] API’s fundamental functionality.

Through the API, MultiChain allows multiple clients to

connect with the network using PHP, Go, C#, Java, Ruby,

Python, and Node.js.

HydraChain [41] is an extension of the open-source

Ethereum [35] blockchain that enables the creation and

implementation of permissioned blockchains. HydraChain

supports the creation of smart contracts via Python and is

fully consistent with the Ethereum platform. HydraChain’s

main benefit is that it allows different system components

to be readily customized based on client requirements.

Many tools are supported, allowing for a fast decrease in

development time while also enhancing debugging

capabilities.

Quorum [38] is an Ethereum-based platform for devel-

oping decentralized blockchain apps for enterprises easily.

Quorum is an excellent choice for applications where

transaction processing speed and throughput are important.

In terms of functionality, Quorum is essentially identical to

Ethereum. However, there are a few changes, such as

voting-based consensus protocols, enhanced transaction

and contract privacy, management of the network and peer

permission, and improved performance. Quorum enables

smart contracts, transaction confidentiality, privacy, and

Byzantine fault tolerance consensus protocols.

Hyperledger Fabric [40] is a blockchain-based platform

developed by the Linux Foundation, designed for enter-

prise applications and available as open-source software.

Hyperledger Fabric provides the flexibility of using gen-

eral-purpose programming languages such as Java,

Node.js, and Go to create smart contracts. This makes it

easier for businesses to use blockchain solutions, since

developers don’t have to learn another programming lan-

guage to create smart contracts. Hyperledger Fabric has

another important feature: it allows pluggable consensus

mechanisms, which allow the platform to be customized

for an organization, including use-cases.

In summary, selecting the right blockchain platform is

critical for developing efficient, secure, and scalable

blockchain applications. Factors such as scalability, secu-

rity, decentralization, and compatibility with consensus

protocols must be carefully evaluated. Popular platforms

like Ethereum, Hyperledger Fabric, and Quorum offer
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unique features tailored to different use cases, from

decentralized applications to enterprise solutions. In

healthcare, blockchain technology has the potential to

address key challenges such as access control, privacy, and

data security. Its decentralized nature ensures transparent

and secure data sharing, while cryptographic techniques

protect sensitive patient information. Building on these

foundations, the next section explores blockchain-based

privacy-preserving techniques and their applications in

healthcare.

5 Privacy-preserving cryptographic
techniques in healthcare

Ensuring privacy in blockchain-based healthcare systems is

critical due to the sensitive nature of EHRs. Traditional

security measures often fail to provide strong guarantees

against adversarial attacks, as evidenced by the compro-

mise of over 112 million healthcare records in 2015

alone [72]. To address these challenges, advanced crypto-

graphic techniques have been integrated with blockchain

technology to enhance security and privacy. This section

formally defines key privacy-preserving cryptographic

techniques, presents their security models, and discusses

their applications in healthcare.

5.1 Secure multi-party computation (SMPC)

Definition SMPC [73, 74] is a cryptographic technique

that allows N parties to collaboratively compute a function

f ðx1; x2; . . .; xNÞ over their private inputs xi while ensuring

that no party learns anything beyond the function output.

Formally, an SMPC protocol satisfies the following secu-

rity guarantee:

8i 2 f1; 2; . . .;Ng;Party i learns nothing beyond f ðx1; x2; . . .; xNÞ:

Secret Sharing (SSharing) in SMPC: SMPC funda-

mentally relies on SSharing [75], a technique that dis-

tributes a secret among multiple participants in such a way

that only a subset of them can reconstruct it. The two

primary secret-sharing schemes used in SMPC are:

• Shamir’s SSharing: Based on polynomial interpolation,

where a secret is divided into shares using a polynomial

of degree t � 1, requiring at least t shares to reconstruct

the original secret.

• Additive SSharing: The secret is split into random

shares that sum to the original value, commonly used in

arithmetic SMPC protocols due to its efficiency in

homomorphic operations.

By leveraging SSharing, SMPC enables computations over

encrypted data without exposing individual inputs, making

it ideal for privacy-preserving blockchain applications.

Security Model: SMPC ensures the following crypto-

graphic properties [76]:

• Privacy: No party learns another participant’s input

beyond what is revealed by the function output.

• Correctness: The computed result is guaranteed to be

accurate, even in the presence of dishonest participants.

• Fairness: Either all participants receive the output or

none do, preventing selective disclosure.

• Input Independence: Each party chooses their input

independently of others, ensuring no premature knowl-

edge of input values.

Threat Model: The security of SMPC protocols is ana-

lyzed under two adversarial models [76]:

• Semi-Honest Adversary (Passive Attack): Follows the

protocol but attempts to infer additional information

from exchanged messages.

• Malicious Adversary (Active Attack): Deviates from the

protocol to learn unauthorized information or manipu-

late computation results.

Applications in Healthcare: SMPC is particularly rele-

vant in blockchain-based healthcare applications where

privacy and security are critical. When integrated with

smart contracts [77–81], SMPC enables secure computa-

tion on patient data without relying on a Trusted Third

Party (TTP). For example, the HDG framework [78] uti-

lizes SMPC to allow healthcare providers to process patient

data securely while preventing data leakage. Despite its

strong security guarantees, SMPC suffers from perfor-

mance limitations, such as high computational overhead

and communication complexity, requiring further opti-

mization for practical deployment [82].

5.2 Homomorphic encryption

Definition Homomorphic encryption [83] is a public-key

encryption scheme that enables computations directly on

ciphertexts without requiring decryption. A homomorphic

encryption scheme consists of the following core

algorithms:

• KeyGenð1kÞ ! ðpk; skÞ: Generates a public-private

key pair.

• Encðpk;mÞ ! c: Encrypts plaintext m into ciphertext c.

• Decðsk; cÞ ! m: Decrypts ciphertext c to recover

plaintext m.

Depending on its structure, a homomorphic encryption

scheme can support either additive, multiplicative, or both

types of homomorphic operations:
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Decðsk;Encðpk;m1Þ � Encðpk;m2ÞÞ
¼ m1 � m2 (Multiplicative Homomorphism)

Decðsk;Encðpk;m1Þ þ Encðpk;m2ÞÞ
¼ m1 þ m2 (Additive Homomorphism)

A Fully Homomorphic Encryption (FHE) [84]

scheme supports both addition and multiplication over

encrypted data, making it suitable for privacy-preserving

computations.

Security Model: The security of homomorphic

encryption is defined under rigorous cryptographic

assumptions [85]:

• Indistinguishability under Chosen Plaintext Attack

(IND-CPA): An adversary cannot distinguish between

the encryptions of two plaintexts even when given the

public key.

• Adaptive Chosen-Ciphertext Attack (CCA) Security:

Fully homomorphic encryption models extend security

under adaptive chosen-ciphertext attacks.

Threat Model: Homomorphic encryption ensures resi-

lience against several attack vectors [86]:

• Ciphertext Leakage: No meaningful information is

revealed about the plaintext.

• Brute Force Decryption: Security relies on hard

mathematical problems, such as lattice-based

cryptography.

• Adaptive Adversaries: Adversaries may adaptively

choose inputs based on previous outputs.

Applications in Healthcare: Homomorphic encryption is

another critical tool for privacy-preserving healthcare

applications [87–91]. Homomorphic encryption enables

statistical analysis on encrypted health data, ensuring pri-

vacy and precision. Despite its robust privacy guarantees,

HE faces challenges such as high computational and

memory overhead, limiting its scalability.

5.3 Zero-knowledge proof (ZKP)

Definition ZKP [92] is a cryptographic protocol that

allows a prover P to convince a verifier V of the validity of

a statement / without revealing any additional informa-

tion. A ZKP must satisfy:

• Completeness: If / is true, an honest verifier is

convinced by an honest prover.

• Soundness: A cheating prover cannot convince the

verifier of a false statement.

• Zero-Knowledge: No additional information beyond the

validity of / is leaked.

Security Model: ZKP protocols are categorized based

on interaction and computational assumptions [93]:

• Interactive ZKP (IZKP): Requires multiple rounds of

interaction between the prover and verifier, ensuring

security based on real-time challenge-response

mechanisms.

• Non-Interactive ZKP (NIZKP): Achieved through a

single-message proof, often using a shared reference

string, eliminating the need for continuous interaction.

Threat Model: The security of ZKPs is analyzed under

adversarial models [93]:

• Adaptive Adversaries: An adversary cannot extract

useful knowledge from proof transcripts, even if they

control computational resources.

• Malicious Verifiers: A verifier cannot infer private input

data from the prover, even when deviating from the

protocol.

• Man-in-the-Middle Attacks: Ensures that adversaries

cannot tamper with proofs to forge valid statements.

Applications in Healthcare: ZKP are widely used in

blockchain-based healthcare systems to enhance privacy

and security [94–97]. For example, NIZKP technology in

mHealth systems [94] ensures secure data sharing and

transaction validation without requiring a TTP, improving

healthcare outcomes.

5.4 Group signatures

Definition Group signatures [98] are a cryptographic

primitive that enables a member of a predefined group to

sign messages on behalf of the group while preserving

anonymity. A designated group manager, however, has the

capability to revoke anonymity and reveal the signer’s

identity if necessary. Group signatures provide a balance

between privacy and accountability, making them useful in

privacy-sensitive applications.

Security Model: A well-defined security model for

group signatures ensures the following properties [99]:

• Anonymity: The identity of the signer remains hidden

within the group unless explicitly revealed by the group

manager.

• Unlinkability: Multiple signatures generated by the

same signer are indistinguishable from those of other

members.

• Traceability: The group manager can trace the origin of

a signature and identify the signer in case of disputes or

misuse.

• Non-Frameability: No entity, including the group

manager or colluding members, can falsely accuse an

honest member of signing a message they did not sign.
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Threat Model: The security of group signatures is ana-

lyzed under various adversarial scenarios [99, 100]:

• Forgery Resistance: Only legitimate group members

can generate valid signatures, preventing outsiders from

forging signatures.

• Collusion Resistance: A subset of malicious group

members cannot generate a valid signature that cannot

be traced by the group manager.

• Revocation Security: A revoked group member should

no longer be able to generate signatures, ensuring long-

term security.

Applications in Healthcare: Group signatures are

employed in healthcare frameworks [101, 102] to enable

secure data sharing between institutions while maintaining

patient confidentiality.

5.5 Ring signatures

Definition A ring signature [103] is a cryptographic

scheme that allows a user to sign a message anonymously

on behalf of a dynamically formed group of users, ensuring

that the actual signer remains unidentifiable. Given a set of

public keys, any member can generate a valid signature

without revealing which specific key was used.

Security Model: A ring signature scheme must satisfy

the following security properties [104]:

• Anonymity: The actual signer is computationally indis-

tinguishable from the other members of the ring,

preventing adversaries from determining the signer’s

identity.

• Unforgeability: Only a legitimate member of the ring

can produce a valid signature, ensuring that unautho-

rized parties cannot create fraudulent signatures.

Threat Model: Ring signatures are subject to various

attacks, including [105]:

• Linkability Attack: An adversary attempts to determine

whether multiple signatures originate from the same

signer, thereby compromising anonymity.

• Forgery Attack: A non-member attempts to generate a

valid ring signature without access to any legitimate

private key.

• Key Exposure Attack: If a participant’s private key is

compromised, an adversary might use it to generate

unauthorized signatures while remaining undetected.

Applications in Healthcare: ring signatures allow

anonymous message signing in blockchain-based health

information exchange systems [106–109], though they may

introduce latency and reduce throughput.

In summary, privacy-preserving cryptographic tech-

niques such as SMPC, homomorphic encryption, ZKP,

group signatures, and ring signatures play a vital role in

securing blockchain-based healthcare systems. While each

technique offers unique security and privacy guarantees,

their individual limitations often hinder practical deploy-

ment in large-scale healthcare applications. To address

these challenges, hybrid cryptographic approaches that

combine multiple privacy-preserving techniques have

emerged as a promising solution. By integrating comple-

mentary techniques, such as combining homomorphic

encryption with SMPC for secure multi-party computations

on encrypted data or leveraging ZKP alongside ring sig-

natures for enhanced anonymity in transaction validation,

hybrid cryptography enhances both privacy and security.

These integrated approaches not only mitigate the com-

putational overhead and scalability issues of standalone

techniques but also provide stronger protection against

evolving threats. Building on these cryptographic founda-

tions, the next section explores blockchain-based access

control frameworks, which leverage these advanced tech-

niques to enforce secure and fine-grained access policies in

healthcare applications.

6 Blockchain-based access control
frameworks in healthcare domain

The data generated in the e-health domain includes a sig-

nificant quantity of confidential patient information. If this

confidential information was made public, patients would

suffer significant data breaches. One of the most essential

data security solutions is access control, which guarantees

that data can only be read with the authorization of a

patient or healthcare provider. To prevent unauthorized

access and ensure permitted access, the access method

relies on an approval policy that restricts access to specified

resources. Auditing, authorization, and authentication are

the main characteristics of the system’s access control

mechanism [110]. A decentralized personal data manage-

ment system may be implemented on the blockchain-based

e-health platform, which may differentiate between data

access and data authority [111]. An application needs the

owner’s permission to access data [112]. The system ver-

ifies that the application can get the relevant data by

checking the signature and all the records. The blockchain

stores a complete record of the application’s operations,

and users can modify the data’s access privileges at any

moment [113]. Blockchain-based access control frame-

works in the healthcare domain can be broadly categorized

into permissionless and permissioned blockchain-based

frameworks. Figure 7 illustrates this categorization and

highlights the key characteristics of each type.
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6.1 Permissionless blockchain-based access
control frameworks of EHR

Permissionless blockchains are developed using crypto-

graphic protocols to prevent tampering while storing and

sending data through P2P networks. Users of the block-

chain can create personal addresses and use them to engage

the network through the submission of each transaction to

the ledgers. Although permissionless blockchains are

public, and anybody may join the network, requests should

only be made by authorized participants, who sign each

transaction using their private keys. Furthermore, to vali-

date transactions and store them in the blockchain as new

blocks, all nodes should utilize a consensus protocol. Per-

missionless blockchains, such as Ethereum [35], enable

smart contracts as self-executing transactions when certain

conditions are met. As a result, the permissionless block-

chain provides more frameworks for implementing an EHR

access control method. The Ethereum blockchain is the

most well-known permissionless blockchain that can be

used in healthcare for access control [114].

MedRec [115] is an Ethereum-based blockchain

framework that enables patients to transmit and access their

EHRs with various healthcare providers. Due to the storage

and capacity limitations of EHRs, MedRec will use smart

contracts to define access controls rather than storing tra-

ditional EHRs. Three types of smart contracts were

developed: (1) Register Contract (RC), which hides the

identities of the patients by linking their identities to

Ethereum addresses via the Domain Name System

(DNS) [35]; (2) Patient-Provider Relationship Contract

(PPR), which is developed to handle the data storage

challenge in blockchain systems by defining a reference to

healthcare providers’ databases, which hold patients’ EHRs

and access rights; and (3) Summary Contract (SC), which

maintains a collection of PPRs of patients and all current

activities in the network to present a health record history.

HDG [78] is a blockchain-based framework that enables

each patient to control access to EHRs stored in healthcare

provider databases. HDG addresses the issue of data pri-

vacy by establishing an indicator-centric schema (ICS),

where each data access request is categorized into two

types: one for users who require raw data access and

another for users who want to analyze data and obtain

results. HDG utilizes the SMPC technique to allow an

untrusted third party to perform computations on patient

data while ensuring patient privacy.

BHEEM [116] is a blockchain-based framework

designed to provide efficient and secure access to medical

data for providers, patients, and third parties while pre-

serving patient privacy. Built on the Ethereum plat-

form [35] and utilizing a consensus process called proof of

vote [67], BHEEM includes several smart contracts to

manage EHR accessibility: a classification contract to

divide nodes into healthcare providers, patients, and other

parties; consensus contracts for voting permissions and

approved participants; a service contract to track patients’

access control; an owner contract to manage EHR owner-

ship; and a permissions contract for granting, revoking, and

altering permissions for each EHR. The framework cate-

gorizes blockchain network nodes into light nodes, full

nodes, and archive nodes. It addresses the data storage

challenge by connecting to patients’ EHRs in local datasets

through a database management entity and ensures privacy

by employing a differential privacy model [117], which

adds noise to transactions.

Most of the current EHR security mechanisms store

patients’ EHRs in local cloud storage or off-chain, lacking

the decentralization necessary for robust access control and

privacy preservation. The proposed methods for managing

large-scale data often fail to address this need adequately.

The Inter-Planetary File System (IPFS) [118] offers a

significant solution by enabling secure data transfer within

a blockchain system. IPFS allows clients to store their data

on a decentralized file system and retrieve it without

relying on a central server, thereby enhancing both access

control and privacy preservation in healthcare data

management.

Fig. 7 Categlhcare Domain

Cluster Computing (2025) 28:529 Page 19 of 45 529

123



A secure EHR sharing framework [119] is proposed to

implement an access control mechanism using smart con-

tracts to enable secure sharing of EHRs among patients and

medical providers. The framework relies on the Ethereum

platform [35], utilizing smart contracts to verify each

request for adding EHRs and accessing existing ones.

Patients’ encrypted medical data is sent to the IPFS storage

system [118], while the Ethereum platform stores only user

addresses and hashes for access control management. On

the blockchain, patients are identified by a combination of

area IDs and patient IDs, with area IDs serving as a proxy

for the patient’s residence and used for classification.

Healthchain [120] is a hybrid blockchain-based access

control framework designed to handle large-scale health

data privacy preservation. It encrypts health data to

implement fine-grained access control, allowing patients to

dynamically revoke access permissions by updating keys

and uploading them to the blockchain. To ensure data

integrity and proper data mapping in IPFS storage, each

EHR in Healthchain is encrypted and stored in the IPFS

storage system [118], with corresponding hashes main-

tained on the blockchain network. Healthchain consists of

two blockchains: (1) Userchain, which facilitates the

sharing of patient EHRs on a public blockchain, and (2)

Docchain, which stores doctor reports on a consortium

blockchain. The Userchain is responsible for collecting and

maintaining patient data, while the Docchain allows

authorized physicians to monitor patients and record

reports.

A blockchain-based framework for clinical trails (CT)

data management [42] utilizes Ethereum as an underlying

platform and smart contracts to address the issue of CT

data control where patient EHR is stored in the IFPS

storage system, as shown in Fig. 8. To simplify operations

and data transmission across CT stakeholders, the model

uses IPFS [118] as a file storage system. Tampering with

CT documents in the IPFS is very hard because they are

assigned unique cryptographic hashes and the IPFS storage

is decentralized. The framework includes algorithms for

managing CT data at various phases.

An Ethereum-based blockchain framework [121] was

proposed to provide patients with authority over their

EHRs in a confidential and verifiable manner. The pro-

posed model uses decentralized IPFS [118] storage and a

trusted reputation-based re-encryption oracle to securely

retrieve, store, and exchange patients’ EHRs for the pur-

pose of encrypting the patient’s key with the symmetric

key of the physicians. When patients receive an access

request from an authorized doctor, they are responsible for

creating the re-encryption keys. Oracle re-encryption gets

the required EHRs and encrypted symmetric keys from

IPFS, which they then re-encrypt and send to the doctor.

The oracle also produces hashes of the ciphered symmetric

keys and delivers them to the smart contracts of the patient

for analysis. However, the patient is not able to delegate

access to doctors in emergency cases.

SecureRx [122] is a framework based on blockchain and

built on top of the Ethereum blockchain [35] that enables

participants to access prescription information in a safe,

interoperable, and efficient manner. It enables healthcare

providers to double-check the medical history of the patient

and make informed decisions about whether to prescribe

opioids. SecureRx is composed of three major software

elements, i.e., a JavaScript-based web application, an

Ethereum smart contract, and a database simulator.

SecureRx addresses the major flaw in the current pre-

scription system and allows appropriate authorities to

monitor and track patients’ prescription information across

many states in a secure manner. The Ethereum smart

contracts were intended to make tracking all the requests

for data and comments easier using the Solidity high-level

language. The proposed framework has the advantage of

high scalability and throughput when the number of nodes

is decreased. However, in high workload conditions, there

is no clear approach for evaluating this framework’s

throughput and scalability.

SPChain [123] is a blockchain-based framework for

privacy preservation and medical data transfer in the

e-health system, as shown in Fig. 9. The system was

designed to achieve fast retrieval of patients’ EMRs by

using specific keyblock and microblock blockchains.

Keyblocks store register transactions, while label transac-

tions and medical transactions are linked to the micro-

blocks of the patients. SPChain was able to share medical

data with patients while preserving their privacy using

proxy re-encryption techniques. It employs chameleon

hash functions [124] to develop a structure in the block that

store each patient’s entire medical history. EHRs can only

Fig. 8 An overview of clinical trails (CT) framework [42]
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be queried by authorized healthcare providers. SPChain has

three kinds of transactions in the system, namely: register-

transaction, label-transaction, and medical-transaction. The

indexes of the bonded microblocks are stored in the key-

block as register transactions. SPChain’s consensus proto-

col is a hybrid of Pow [29] and BFT. SPChain has low

storage overhead, high throughput, and a high level of

resistance against blockchain attacks. However, it should

decrease communication overhead and improve

throughput.

HealthLock [91] is a blockchain-based solution aimed at

enhancing privacy preservation in IoT-based healthcare

applications through the utilization of homomorphic

encryption techniques. It integrates smart contracts into the

blockchain network to enforce access control and define

data-sharing policies. The framework also generates a

comprehensive audit trail of all data transactions, enhanc-

ing accountability and transparency. Furthermore, deep

learning techniques have been implemented for predictive

data analytics in the medical field. Nevertheless, it’s

essential to acknowledge certain limitations of the frame-

work, such as constrained scalability and performance

concerns, as homomorphic encryption is a computationally

intensive technique.

Peng et al. [125] introduced a privacy-preserving

framework for sharing EHRs based on a dual-blockchain

system. They devised an identity-based tripartite authenti-

cation key agreement (TAKA) scheme, offering patients

precise control over their EHR access. In this setup, the

dual blockchain fosters trust between patients and health-

care institutions, ensuring the immutable storage of EHR

digests, and overseeing doctors whose identities have

expiration constraints. However, the framework’s reliance

on bilinear pairing operations for authentication impacts

system efficiency and lacks scalability. Lax et al. [126]

proposed utilizing blockchain to obscure the link between

patients’ identities and their e-health records, providing

exclusive access to entities authorized by patients. Key

aspects involve employing a digital identity for access

control and implementing it on the Ethereum blockchain.

However, the framework expects patient authentication

before each EHR operation, and the use of a public

blockchain, like Ethereum, introduces an average delay of

10 s. Additionally, the framework is not fully

implemented.

An Ethereum-based blockchain framework [127] was

proposed to enable a distributed application for an IoT-

based healthcare system. It controls unauthorized access

and manipulation of medical certificates, effectively pre-

venting fraud in healthcare documents. The distributed

application serves as an interface between the blockchain

network and system entities, including healthcare centers,

verifiers, and regulatory authorities, streamlining the gen-

eration and issuance of medical documents. Nevertheless,

the framework has drawbacks, such as its exclusive focus

on medical certificates and the fact that the PoW protocol

requires substantial energy resources.

Chinnasamy et al. [128] proposed a smart contract-en-

abled access control framework for secure sharing of EHRs

in mobile cloud-based e-health systems. The framework

leverages blockchain technology to replace centralized

systems with a decentralized, trustworthy architecture,

ensuring the privacy, security, and accessibility of health-

care data. It supports continuous data streams from sensors

and monitoring devices, addressing the limitations of tra-

ditional cloud-based platforms. The system was imple-

mented on the Ethereum blockchain and evaluated using

AWS cloud, demonstrating lightweight access control and

low latency. However, its reliance on cloud infrastructure

may partially compromise the decentralization benefits of

blockchain.

6.2 Permissioned blockchain-based access
control frameworks of EHR

Permissioned blockchains are restricted systems in which

users must be identified and registered in order to access

and submit transactions. Like private networks, they are

often managed by centralized entities. Permissionless

blockchains might not have been fully trusted by healthcare

providers such as Ethereum [35], due to their privacy

requirements, which prevent anonymous participants from

accessing private data. There is also a storage overhead

issue in permissionless blockchains, where all data and

transactions are stored by full nodes, necessitating a large

capacity of storage and substantial maintenance costs for

such enterprises.

The Hyperledger Fabric is the best-known permissioned

blockchain [40], which is utilized in permissioned block-

chains where all participants should be identified. The

transactions of Hyperledger Fabric are classified into two

categories: code-deploying transactions, which are used to

deploy, alter, or terminate a portion of a smart contract; and

code-invoking transactions, which are utilized to executeFig. 9 An overview of SPChain framework [123]
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smart contract functionalities for performing blockchain

transactions. There are three phases to a Hyperledger

transaction: (1) Phase of Execution: The request for

transactions will be verified and sent out to participants,

who will be in charge of validating the transactions using

smart contract functions based on existing policies. (2)

Phase of Ordering: Blocks are formed by grouping trans-

actions and subsequently hashing them together. (3) Phase

of Validation: Check the proposed blocks’ validity and add

them to the recorded ledgers if they do not violate any of

the smart contract’s existing rules.

ChainAchor [95] proposed the first permissioned

blockchain system for access control and management of

EHR that used the EPID zero-knowledge proof tech-

nique [129] to anonymize the data owners’ identities. In

actuality, the EPID zero-knowledge proof scheme enables

the participant to verify transactions with diverse EPID

secret keys while only validating them with one EPID

public key. Permissions Verifier (PV) and Permissions

Issuer (PI) are the two essential parts of ChainAchor. In

order to receive the transaction’s public key, the PI is

responsible for providing user-specific keys that each user

may use to confirm his or her participation in the PV by

utilizing the ZKP technique [130]. In a PV database, the

public key of the transaction should be specified. Since a

participant may have a numerous public keys, the PV is not

able to validate the identities of the participants. ChainA-

chor utilizes consensus nodes to validate transactions that

use the PV database’s current public keys, where access

control is implemented. Unknown transactions may be

readily discarded using the proposed scheme, since the PV

database lacks a public key. The proposed framework has a

drawback in that it lacks performance justification.

A permissioned blockchain-based framework [131] was

proposed to allow EHR transmission by keeping the orig-

inal data off-chain, utilizing Fast Healthcare Interoper-

ability Resources (FHIR), and storing a reference on-chain.

This framework proposes a consensus mechanism called

the Proof of Interoperability (PoI) to ensure that each

transaction is interoperable given a set of established

semantic and structural constraints. The PoI consensus

protocol allows the participants who make transactions to

know which consensus nodes will be chosen as miners

without publishing this information to the network. The

blockchain may be queried by approved participants

through a search in the encrypted transactions [132] to

avoid data breaches by using some keywords to obtain the

FHIR reference. The data referenced on the blockchain was

utilized as a patient’s identification to ensure anonymity,

similar to the Bitcoin platform [29] due to the fact that

each patient has several block addresses. The proposed

framework has a drawback in that it lacks permission

delegation and revocation, and the off-chain data storage is

unknown.

MeDShare [133] is a permissioned blockchain-based

framework that enables each patient to distribute and

monitor their EHRs using smart contracts. MeDShare

manages access controls and tracks modifications to the

EHRs. MeDShare is composed of three layers: (1) a data

layer that classifies users; (2) a data query that handles

access requests and translates instructions to and from the

smart contract; and (3) a structural layer of data that uses

smart contracts and datasets of permissions to authenticate,

store, and verify data access and modification requests. The

authenticator verifies the signature of the requester. The

consensus nodes will get the access request, which will use

smart contracts to check for potential violations based on

the policies of the owners and store the information in the

permissioned database. The data is subsequently trans-

ferred to the authenticator, which will record the request

for auditing reasons on the blockchain and obtain the rel-

evant data from the cloud storage. The data has been cat-

egorized into two types: high-sensitive data and low-

sensitive data, with the purpose of discarding the need for

breach reports for the low-sensitive data, while the high-

sensitive data should be tracked and identified by the smart

contract in order to detect probable violations that might

result in the request for the requested data being revoked.

The framework’s performance is mainly evaluated based

on network latency measures, which is a disadvantage.

BBDS [134] was proposed to enable an access control

mechanism and secure EHR sharing by utilizing cloud

storage as a repository for EHRs with a permissioned

Ethereum blockchain [35] to record access duration. The

following steps can be used to apply user membership

authentication in BBDS: (1) using the identity-based

authentication (IBA) protocol [135] to generate a shared

key for confidentially communicating with the issuer, who

is in charge of producing a verification key for the mem-

bership reliant on the user’s identification; and (2) using the

authentication protocol of change-response [135] to gen-

erate the private keys dependent on the verification keys.

After joining the blockchain, users have access to the data

and create the transaction key pair (public and private keys)

based on the issuer’s parameters. The users may then use

their private keys to produce access requests for EHRs,

sign them with their transaction public keys, and send them

to the unprocessed requests pool. Unprocessed blocks are

validated using the PoW consensus mechanism before

being added to the blockchain and granted permission to

the cloud storage system. The proposed framework has a

drawback in that it lacks detailed solutions for users and

data owners.

An EHR access control framework [136] was proposed

to establish access control over EHRs where access to data
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is allowed to approved users reliant on smart contract

policies. The proposed framework protected the patients’

privacy by hashing the concatenation of the personally

identifiable information (PII) and the patients’ symmetric

keys. Membership service is a vital part of the proposed

framework, as users must first register in order to submit

data or request access to off-chain data that has been out-

sourced to cloud storage. The membership service creates a

pair of keys for verifying and validating the signatures after

the user registers, as well as a pair of keys for securely

distributing the blocks. Patients will also be required to

encrypt EHRs using a symmetric encryption key before

they are stored in the cloud. When the patient wants to

share data with a physician, the physician’s public key can

encrypt the patient’s encryption key. If a blockchain node

gets requests from users via role-based APIs, the leader

node uses the PBFT consensus protocol [137] to validate

the transaction. The transaction may then be executed on

these nodes utilizing the established smart contract poli-

cies. The smart contract’s patient metadata contains (1)

clinical metadata, which contains a hash of the record and a

reference to an off-chain EHR that is stored in the cloud,

and (2) permissions, which define the levels of physicians’

access control. The proposed framework’s drawback is that

it relies on a central patient authentication process.

Ancile [138] was proposed as a secured access control

method on the EHR that uses a permissioned blockchain (a

private Ethereum [35]), with links to EHR hashes recorded

on the blockchain and actual EHRs kept in healthcare

providers’ datasets. Ancile makes it easier to send EHRs to

a TTP by re-encrypting them with the requester’s public

key, as described in the proxy re-encryption protocol [139].

Ancile uses six smart contracts to apply access control to

the EHRs: (1) the consensus contract, which uses the

QuorumChain consensus protocol to ensure block mining

responsibilities [38]; (2) the classification contract, which

divides nodes into three categories: patients, providers, and

third parties; (3) the service history contract, which is used

to ask a patient for permission to access his or her EHRs

before enabling a healthcare provider to establish a con-

nection with him or her; (4) an ownership contract (OC),

which keeps track of the EHRs that are created by

healthcare providers; (5) a permission contract, which is

produced by the OC for each EHR to indicate each node’s

level of access control; and (6) a re-encryption contract,

which re-encrypts the symmetric of data owners through

proxy nodes, making it easier to provide EHRs to a TTP.

The proposed framework has the drawback of being vul-

nerable to DoS attacks.

A permissioned blockchain-based access control

framework [140] was proposed to authenticate users for

establishing access control over EHRs, based on Shamir’s

SSharing [75]. The EHRs were stored on off-chain cloud-

based storage. After the EHRs are outsourced, authorized

users may send queries to receive permissions through an

agent layer, which aggregates the queries using SSharing.

The agent then forwarded the request to the layer of storage

to get the required data after validating it. Furthermore, the

agent ciphers the data received with the AES algorithm and

provides it to the user along with a random value that the

user can use to recreate the key to decrypt the EHR through

SSharing. The proposed framework’s drawbacks are that it

has a significant storage cost and uses a centralized

approach because it is being built in the cloud.

MediChainTM [141] was proposed as a permissioned

blockchain based on the Hyperledger [40] to gain access

control over data, wherein the original EHRs are kept in

cloud storage while the hashes of these data are recorded

on the blockchain. Through the Hyperledger blockchain’s

Business Network Archive (BNA) feature, MediaChainTM

allows data owners to create a smart contract called Dis-

cretionary Access Control (DAC) for data that has been

outsourced. The proposed method utilizes the PBFT con-

sensus protocol to add a new block to the blockchain [61].

The proposed framework has drawbacks in that it doesn’t

handle essential requirements for access control, like del-

egation and revocation.

A BSPP [68] was proposed to address privacy concerns

while securely sharing EHRs. The framework is used to

establish a private blockchain for recording data as well as

a consortium blockchain to store the relevant indexes for

transferring EHRs between healthcare providers, as shown

in Fig. 10. The system manager component of the BSPP is

responsible for enrolling users and physicians, as well as

storing their public keys and creating a consensus vector to

confirm indexes. Whenever a patient connects to healthcare

providers, the protected indexes of these blocks are pub-

lished to the consortium blockchain, while a new block is

recorded on the private blockchain with encrypted EHR

and the patient’s pseudo ID. To allow patients’ data to be

searchable by approved users, the public encryption with

keyword search (PEKS) technique [142] is utilized to

encrypt EHRs along with the necessary indexes. It may

also be utilized to create a unique pseudo-ID for users by

ciphering their actual identification to protect their privacy.

A POC [68] as a novel consensus protocol is developed to

submit new blocks to these blockchains based on the

structure of the indexes and the tokens created for each

patient upon enrollment with the healthcare providers. The

created block will be recorded on the blockchain, accord-

ing to the POC by the physician, if the block generator’s

identity is approved by more than 2/3 of the current

physicians or healthcare providers. The proposed frame-

work has a drawback in that it has high communication and

storage overhead.
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A secure EHR access control framework [143] was

proposed to utilize a consortium blockchain to provide

insurance firms with an EHR sharing system. Authorized

users encrypt and decrypt data using cipher-text-policy

attribute-based encryption (CP-ABE) [144] to provide

authentication, confidentiality, and access control. The

proposed framework creates the needed keys for healthcare

providers, patients, and insurance companies through a

single key generation center. If patients decide to publish

their EHRs with an insurance firm, they should submit a

letter of permission and send it to both the healthcare

provider and the blockchain data pool, along with their

secret keys. The hospital then ciphers the EHRs of the

patients according to the permission regulations and

transmits them to the data pool of the blockchain after

signing the cipher text. The consensus nodes should match

the permission letter and encrypted EHR before utilizing

the consensus protocol to process the data and validate the

provider’s signature. The ciphered data should then be

transferred to the cloud, with the associated addresses

being stored on the blockchain. The proposed framework

has a drawback in that it requires performance justification.

An EHR access control framework based on block-

chain [145] was proposed with two types of blockchain:

sidechain and mainchain, to provide access control man-

agement for efficiently distributing EHRs. The network’s

nodes are also classified into 2 groups: (1) trusted nodes,

which are responsible for validating transactions and

include trusted physicians who have access to both the

mainchain and the sidechain; and (2) untrusted nodes,

which include other organizations seeking to gain access to

the EHRs of patients. Only trusted nodes may add new

blocks to the mainchain, while the other nodes may submit

requests and view the chain. The mainchain provides two

kinds of transactions: (1) storage transactions, which are

generated by physicians when they visit patients and pro-

vide temporary patient IDs that are stored in the sidechain;

and (2) policy transactions, which enable patients to define

access permission blocks for their EHRs to provide a cer-

tain degree of access control. It’s vital to understand that

the sidechain’s purpose is to utilize transaction links given

by authorized healthcare providers to construct a mapping

between a transient ID of patients and their actual IDs.

Therefore, the proposed framework protects the patient’s

privacy and data security by enabling patient anonymity

via sidechains and signing transactions with the RSA

algorithm. This framework uses a novel consensus protocol

that requires the permission of 50% of the participating

nodes to create a new block. The framework has a draw-

back in that it has a high storage overhead.

An XACML-based access control management frame-

work [146] was proposed for the secure sharing of EHRs,

utilizing the eXtensible Access Control Markup Language

(XACML) standard, to address the issues raised by the

MediChain proposed method [141], in which smart con-

tract access control policies should be kept in a consortium

blockchain. If patients want access to EHRs, the miners

evaluate the request according to the blockchain’s existing

smart contract. If the blockchain does not have any pre-

defined policies, the data owner will get the access request

and will either establish new access control policies or

refuse this request. The proposed framework has a draw-

back in that it does not provide enough performance

justification.

A Hyperledger-based Access Control Framework [147]

was proposed for securely managing and controlling EHRs.

To allow or deny access from a user, the proposed

framework uses multiple smart contracts based on the

Hyperledger platform [40], such as Grant Access and

Revoke Access. A Membership Service Provider (MSP) is

the core component of the developed framework, and it is

responsible for enrolling healthcare providers and patients

as well as creating public and private keys. The proposed

framework has the drawback of having a high storage

overhead and relying on MSP, so it lacks a decentralized

feature.

A secure EHR access control framework [148] was

proposed to handle the retrieval of multiple users’ needs for

access management of EHRs by utilizing the attribute-

based encryption (ABE) technique [149] and enabling

access control of patients. This framework’s main concept

is to keep ciphered medical data in the cloud, with

extracted keywords distributed on a permissioned block-

chain. Therefore, users may only access the EHRs of

patients through their search metadata and by using the

blockchain to execute keyword searches. The proposed

framework’s drawback is that the system’s performance isFig. 10 An overview of BSPP framework [68]
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evaluated solely based on specific attributes and the time

taken for searching.

GuardHealth [150] is a blockchain-based framework

designed to enable users to dynamically grant and revoke

data access permissions. It ensures confidentiality,

authentication, and secure data sharing when handling

sensitive information. Utilizing a consortium blockchain

and smart contracts, GuardHealth protects data storage and

transfer, preventing unauthorized data sharing. The

framework separates raw data storage from data storage

indexes, meaning that data is encrypted and stored in the

cloud, while storage indexes are kept on the blockchain.

GuardHealth employs proxy re-encryption [151] to man-

age access and revocation permissions. It supports two

types of smart contracts: GH-IS (data sharing law) and GH-

DS (data storage law). Built on the Ethereum blockchain

platform [35], GuardHealth uses the DPoS [59] consensus

protocol, where the stake represents the amount of health

data collected. While the proposed scheme may meet

security criteria and offer improved efficiency, its accuracy

in detecting malicious activity does not significantly

improve with a low number of participating nodes, and

network latency increases with the number of nodes.

BCHealth [152] is an architecture based on blockchain

that allows data owners to specify their preferred access

permissions for their EHRs. The data of the patient is not

distributed on the blockchain network without the patient’s

approval under the BCHealth architecture. BCHealth uti-

lizes two distinct chains: the data chain and the access

control chain. In a private blockchain, the data chain

contains the patient’s EHRs, while the access control chain

keeps the patient’s predefined access rules. BCHealth

employs a novel clustering technique to improve the

blockchain network’s capacity and scalability. BCHealth

might assist by alerting physicians as soon as the symptoms

of the disease are identified, allowing them to take the best

action. To enhance the system’s efficiency and scalability,

it employs a consensus protocol called Proof-of-Author-

ity [63]. It establishes a permissioned blockchain in which

only authorized nodes may join. It provides convenient

computation and processing times and is resistant to a

variety of security threats, but it has a little delay in

retrieving health information and more storage overhead

than the centralized solution. The number of nodes in each

cluster and their clusters has not been optimized.

A blockchain-based medical information frame-

work [153] was designed for secure access control and data

transfer. It uses proxy re-encryption and cloud servers to

anonymize data transfers. Built on Hyperledger Fabric [40]

with Kafka as ordering service [154], the framework

includes medical chaincode for access management. The

system has five layers: management, data collection,

blockchain network, cloud service, and application. It

provides high throughput and efficiency but relies on semi-

trusted cloud servers for encrypted data storage, which

lacks blockchain decentralization features.

SmartMedChain [155] is a framework based on block-

chain for privacy-preserving and sharing medical data in a

smart healthcare environment. The framework uses smart

contracts for secure data sharing and provides data usage

auditing techniques and access control management for

health data. The IPFS [118], a decentralized data storage

system with high reliability and scalability, is utilized to

record encrypted EHRs, and the blockchain is established

on the Hyperledger Fabric platform [40]. SmartMedChain

proposed an innovative privacy agreement management

scheme to ensure that healthcare providers follow patients’

preferences as well as any privacy standards and policies. It

simply stores the health records’ hash on the blockchain,

with the real data being kept in the distributed storage

platform IPFS after encryption to ensure health data scal-

ability. The Hyperledger Fabric platform’s Kafka ordering

service [154] is utilized. This framework secures health

data sharing amongst many participants by combining

several blockchains: the data chain, the service chain, and

the log chain. SmartMedChain provides efficient confi-

dentiality, privacy, scalability, and integrity of health data

while involving several blockchains that require a signifi-

cant amount of computing resources.

PTBM framework [156] uses 5 G technology to track

the current paths of patients with pandemic infections like

COVID-19 and to monitor the public’s locations without

intruding on their privacy or identification. To achieve

public location monitoring, supervised data storage, and

tracing, permissioned and permissionless blockchains are

utilized. PTBM achieves privacy protection while main-

taining decentralization and accountability by integrating

the blockchain’s hierarchical design with robust crypto-

graphic techniques. The proposed method enhances its

privacy-preserving feature through the utilization of a

public-key cryptosystem with strong key decryption

(PCSD) [156] and hash functions. PTBM utilizes the

Hyperledger Fabric [40] as the underlying blockchain

platform, as well as flexible smart contract programma-

bility and effectiveness. PTBM enables patient privacy

protection and authentication with a low delay and a high

communication cost. While the users’ number increases,

the average execution time of the system’s registration

process also increases, which causes high computational

costs.

A blockchain-assisted SABE framework [157] was

proposed to provide access control management for

e-health systems, as shown in Fig. 11. The proposed

framework uses a hidden access policy to provide a search

keyword feature using the ABE technique [149]. In this

framework, each participant is identified by a group of

Cluster Computing (2025) 28:529 Page 25 of 45 529

123



related attributes, which are stored as health metadata. The

framework, which combines numerous transaction rules

and enables fair transactions, utilizes blockchain to avoid

suspicious attacks and ensure search efficiency. Each hos-

pital in the system creates its own private blockchain, while

this framework creates a consortium blockchain that holds

all the keywords for the EHRs created by each hospital. A

blockchain consists of a set of authorized consensus nodes

for managing medical data in this framework. For auditing

purposes, the access requests and actions may be stored on

the blockchain, while the encrypted EHRs are recorded in

cloud storage. This framework allows for fast searches of

health data, as well as lightweight data decryption for

users. It also preserves the privacy of attributes and

increases the efficiency of cloud service provider (CSP)

searches, resulting in a low-cost technique with little

communication and computation cost. In this framework,

most of the decryption processes are outsourced to the

CSP, which significantly reduces the user’s computation

overhead. However, depending on the CSP, it may elimi-

nate the decentralization feature.

A blockchain-based IHT framework [158] was proposed

to enhance the access control and privacy of data com-

munication using the combination of smart contracts and

blockchain with the information hiding technique (IHT), as

shown in Fig. 12. It uses an enhanced steganography

technique that hides the required data in other kinds of

data, such as images. The smart contracts are deployed to

automatically create a one-time hash for encryption oper-

ations, and the blockchain is used to establish trusted

healthcare providers’ clusters to interact. The private key is

upgraded with each new communication initiation,

removing the possibility of a cyberattacker and thereby

improving the security and privacy of vital systems like

smart healthcare. The framework has four tiers: (1) the

healthcare IoT device tier; (2) the edge tier; (3) the fog tier;

and (4) the cloud tier. The framework uses PBFT as a

consensus protocol and the Hyperledger fabric as a private

blockchain [40]. The framework tests the execution time of

smart contracts using both the Hyperledger fabric and

Ethereum [35], and the results show that the Hyperledger

fabric-based smart contract provides a lower execution

time. As compared to traditional techniques, this frame-

work has a lower execution time and provides better

security measurement. While the encryption and decryp-

tion phases of this framework have weaknesses, they are

not discussed in detail.

Martı́nez et al. [159] presented a service-oriented

framework leveraging blockchain technology. This

framework implements fine-grained access control to

safeguard health data based on consents, facilitates tamper-

resistant and immutable storage of consents related to the

subject of care, and incorporates auditing tasks for

supervisory authorities to evaluate healthcare organiza-

tions. It’s worth noting that the blockchain network

implementation has been confined to a single machine

using Docker containers, posing limitations on the gener-

alization of results.

Yang et al. [160] introduced an access control model

that leverages the collaboration between the main and side

chains of blockchain. In this model, a password-based

authentication scheme is devised using doctors’ identity

information. The Polygon side chain is specifically

designed to improve the storage scalability of the block-

chain. Subsequently, access node information on the main

Ethereum chain is situated on the side chain, and resources

are acquired through the execution of Roll-up contracts

deployed on the side chain. Nonetheless, the model over-

looks the challenge of discerning the request type of

Ethereum master chain nodes during periods of high con-

current access requests.

Mittal and Ghosh [161] introduced a two-tier access

control system, incorporating the CP-ABE for authoriza-

tion privileges and Proxy Re-encryption to secure data

transfer, ensuring anonymity for the requester. While this

method prevents unauthorized sharing of decryption keys,

Fig. 11 An overview of SABE system [157]

Fig. 12 An overview of blockchain-based IHT architecture. [158]
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the use of CP-ABE introduces computational overhead

proportional to the number of attributes in key generation,

resulting in increased time costs. Alsuqaih et al. [162]

presented a blockchain-based framework for enhancing

privacy in e-health diagnostics. The framework offers an

efficient access control mechanism, allowing data owners

to define access preferences for their medical data. Users

can employ their transactions for key generation, enabling

the addition or revocation of authorized doctors. However,

reliance on a local database may compromise

decentralization.

Abutaleb et al. [163] introduced a framework for health

record access control that allows patients to grant permis-

sions to individuals accessing their health records. This

framework uses blockchain and usage control to document

activities, aiming for a user-centric and privacy-aware

approach. However, blockchain may not be ideal for stor-

ing large volumes of health data.

Sutradhar et al. [164] developed an identity and access

management framework using Hyperledger Fabric and

OAuth 2.0 [165] to enhance security and privacy. This

framework handles large data volumes, supports multiple

applications, and employs role-based access control. It

provides granular access to sensitive information, with

OAuth 2.0 authorizing trusted third-party applications to

access specific data on the Fabric network, ensuring

interoperability. However, the framework has not been

integrated with other blockchain platforms, such as

Ethereum.

The AC-BMS framework [166] proposed an access

control system that leveraged the collaboration between the

main blockchain and side chains. In the model, the legiti-

mate identity of a doctor is verified without the need for a

trusted third party. Access authorization decisions are

embedded in smart contracts, forming Roll-up contracts.

These contracts use the access requests sent by doctors as

trigger conditions to automatically execute smart contracts,

granting access rights and corresponding resources stored

on the side chain. The access node information on the main

Ethereum chain is stored on the side chain, and resources

are obtained by executing Roll-up contracts deployed on

the side chains, which are based on Hyperledger Fabric.

However, the AC-BMS does not account for the challenges

in recognizing request types of Ethereum main chain nodes

under high concurrent access requests.

Li et al. [167] introduced a hidden policy attribute-based

access control scheme by leveraging the CP-ABE and

ciphertext-policy attribute-based searchable encryption

(CP-ABSE). Their solution also incorporated consortium

blockchain and smart contracts for secure and reliable

search and outsourced decryption. Using online/offline

technology, the system executes the most computationally

heavy tasks offline, requiring only minimal computation

online to generate the final ciphertext and index. This

method ensures flexible, fine-grained access and search

control, allowing only authorized users to access private

data. However, the scheme does not address the issue of

revoked keys still being able to access blockchain data.

Kaur et al. [168] proposed a blockchain-based secure

record-keeping system that uses the CP-ABE algorithm

integrated with designed smart contracts for fine-grained

access control. This system allows only authorized users to

access specific EHR records based on their attributes. It

enhances accountability and ensures that patients or owners

can track and verify all actions taken on the data, making

the system tamper-resistant and confidential. However, it

suffers from high latency and low throughput.

Jakhar et al. [169] presented a privacy-preserving,

access control framework based on blockchain that ensures

the privacy, security, accessibility, and integrity of

healthcare data using consensus-driven decentralized data

management on peer-to-peer distributed computing plat-

forms. This proposed framework is accessible to partici-

pants such as patients, doctors, chemists, and pathology

labs. The permissioned blockchain network was systemat-

ically implemented using Hyperledger Fabric and Hyper-

ledger Composer. However, its performance is mainly

evaluated based on response time and memory usage, with

high response time costs being a notable issue.

In summary, the reviewed access control frameworks

are categorized from privacy and security perspectives, as

shown in Table 5, comparing key factors such as confi-

dentiality, integrity, availability, accountability, revocabil-

ity, scalability, and privacy/access control. Frameworks

like MedRec [115] excel in confidentiality and access

control but lack revocability and scalability, while MeD-

Share [133] supports privacy and access control but has

availability limitations. Most frameworks rely on popular

blockchain platforms, such as Ethereum [35] and Hyper-

ledger Fabric [40], utilizing smart contracts to manage

EHR access permissions, as outlined in Table 4. To

enhance scalability and efficiency, many methods store

only EHR hash values on-chain while encrypting actual

data in decentralized storage like IPFS [120]. Real-world

implementations like MedRec [115] and FHIRCh-

ain [131], adopted in Boston-area hospitals, demonstrate

blockchain’s practical feasibility in secure, patient-centric

EHR access control and FHIR-based interoperability.

These frameworks bridge theoretical research and real-

world deployment, reinforcing blockchain’s role in pri-

vacy-preserving, scalable, and secure EHR management.

Blockchain technology provides a robust solution for

decentralization, security, and privacy in healthcare,

addressing challenges such as unauthorized access, identity

theft, and medical errors. By leveraging smart contracts

and cryptographic techniques, blockchain-based access
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control methods ensure that EHRs are accessible only to

authorized parties. The following sections explore privacy

challenges, open research issues, and future directions in

blockchain-based healthcare systems.

7 Privacy challenges in blockchain-based
healthcare

Privacy is one of the primary concerns in the healthcare

domain. While blockchain offers features that enhance

security, such as transparency and immutability, it also

introduces challenges related to safeguarding sensitive

information from misuse or leaks. In the healthcare con-

text, privacy challenges arise at multiple levels, and

addressing these concerns is critical to the effective use of

blockchain technology. This section identifies key privacy

challenges, discusses potential solutions, and provides

suggestions for future research and implementation.

7.1 Identity privacy challenge

Identity privacy focuses on protecting the identities of

participants involved in blockchain transactions. Although

blockchain provides some anonymity through crypto-

graphic techniques, advances in technology make it pos-

sible for attackers to analyze transaction patterns and reveal

personal information [171]. For example, adversaries can

use transaction graphs to correlate public data with users’

identities, exposing sensitive details such as location and

personal identifiers [172].

Potential Solutions:

• Privacy-Preserving Cryptographic Techniques:

Techniques such as ZKP [92] and Ring Signa-

tures [103] can help enhance identity privacy. ZKP

allows a party to prove knowledge of a value without

revealing the value itself, ensuring anonymity.

• Differential Privacy: Adding noise to transaction data

can prevent re-identification while preserving data

utility [173].

Suggestions: Exploring hybrid approaches that combine

differential privacy with cryptographic techniques could

further enhance identity protection in blockchain-based

healthcare systems.

7.2 Transaction privacy challenge

Blockchain transactions are published to all participants,

creating potential risks of data leakage. Sensitive transac-

tion details must be kept confidential to prevent unautho-

rized access and tampering. Ensuring that transactions

remain secure and private, even when encryption isn’t

feasible, is critical.

Potential Solutions:

• ZKP: ZKP allows transactions to be verified without

revealing sensitive details, ensuring privacy and

integrity [92].

• Ring Signatures: Ring signatures obscure the sender’s

identity by mixing their transaction with others,

enhancing anonymity [103].

• Homomorphic Encryption: Homomorphic encryption

allows computations on encrypted data without decrypt-

ing it, ensuring transaction confidentiality while

enabling verifiable operations [83].

• SMPC: SMPC enables multiple parties to jointly

compute a function over their inputs while keeping

those inputs private, ensuring secure processing of

sensitive transactions [73].

Suggestions:

• Developing lightweight ZKP protocols tailored for

healthcare applications could improve scalability and

adoption.

• Hybrid privacy-enhancing approaches that combine

ZKP and SMPC could be leveraged to enhance

transaction confidentiality.

• Combining ring signatures with homomorphic encryp-

tion could provide a multi-layered approach to trans-

action privacy, addressing both identity and data

confidentiality.

7.3 Smart contract privacy challenge

Smart contracts are integral to blockchain functionality but

can pose privacy risks due to their public execution across

all validating nodes [174]. During the validation process,

nodes may access sensitive information, leading to poten-

tial privacy breaches.

Potential Solutions:

• Privacy-Preserving Smart Contracts: Frameworks

like PPSC-BCAI [175] use artificial intelligence (AI)

and cryptographic techniques to protect contract data.

• TEEs: TEEs, such as Intel SGX [66], enable secure

execution of smart contracts without exposing sensitive

data.

• Homomorphic Encryption: Allows computation on

encrypted data, ensuring privacy during contract

execution [83].

Suggestions: Integrating homomorphic encryption with

TEEs could provide a hybrid approach, combining the

privacy guarantees of encryption with the performance

benefits of secure hardware.
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Table 4 A comparison of blockchain-based frameworks for access control management and privacy-preservation in healthcare

Proposed method Year Blockchain

type

Consensus

protocol

Blockchain

platform

EHR

location

Access control

technique

Drawbacks of the proposed

methods

MedRec [115] 2016 Public Proof of work Ethereum Local Smart contract Authentication and
authorization are not

completely supported

HDG [78] 2016 Public Proposed by
authors

Proposed by
authors

Cloud Role-Based
Access
Control

(RBAC)

High storage costs.
Authentication delays
occur when expanding the

number of users

ChainAchor [95] 2016 Private Proposed by
authors

Proposed by
authors

Private
blockchain

Anonymous
Identity-Based

Access
Control
(AIBAC)

Lacks performance
justification

MeDShare [133] 2017 Private Proposed by

authors

Proposed by

authors

Cloud Smart contract Performance is mainly

evaluated based on
network latency measures

BBDS [134] 2017 Private Proof of work Private
Ethereum

Cloud Identity-based
authentication

(IBA)

Lacks detailed solutions for
users and data owners

Dubovitskaya

et al. [136]

2017 Private Practical

byzantine fault
tolerance

Hyperledger Cloud Smart contract

(Chaincode)

Relies on a central patient

authentication process

BHEEM [116] 2018 Public Proof of vote Ethereum Local Smart contract More processing power
caused by the differential

privacy protection
solution

Ancile [138] 2018 Private Quorum-Chain Private
Ethereum

Local Smart contract Vulnerable to DoS attacks

FHIRChain [131] 2018 Private Proof of
Authority

(PoA)

Ethereum Off-Chain
Storage

Smart contract Scalability concerns due to
smart contract execution

overhead

Zhang and
Poslad [140]

2018 Private Proposed by
authors

Proposed by
authors

Cloud Secret sharing Expensive storage costs and
utilizes a centralized

approach since it is being
developed via the cloud

MediChainTM [141] 2018 Private Practical
byzantine fault

tolerance

Hyperledger Cloud Smart contract
(Chaincode)

Most requirements of
access control methods,

like access revocation and
delegation, are not
addressed

BSPP [68] 2018 Private,

Consortium

Proof of

conformance

JUICE Private

blockchain

Public

encryption
with keyword

search (PEKS)

High communication and

storage overhead

Wang and Song [143] 2018 Consortium Proposed by

authors

Proposed by

authors

Cloud Attribute-based

encryption
(ABE)

Requires performance

justification

Nguyen et al. [119] 2019 Public Proof of work Ethereum IPFS Smart contract Performance is mainly
evaluated based on

network latency measures

Healthchain [120] 2019 Public,

Consortium

PoW, PoS Proposed by

authors

IPFS Smart contract Doctors can still access the

data even if the patient
has canceled the doctor’s

authorization by making a
new key to the userchain
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Table 4 (continued)

Proposed method Year Blockchain

type

Consensus

protocol

Blockchain

platform

EHR

location

Access control

technique

Drawbacks of the proposed

methods

Hirtan et al. [145] 2019 Private,

Consortium

50% approval Hyperledger Local Policies in

blockchain

High storage overhead

Omar et al. [42] 2020 Public Proof of concept Ethereum IPFS Smart contract Has scalability issues

Madine et al. [121] 2020 Public Proof of work Ethereum IPFS Proxy re-
encryption

In emergency cases, the
patient is unable to

delegate access to doctors

Dias et al. [146] 2020 Consortium Proof of concept Proposed by
authors

Blockchain Smart contract Does not provide enough
performance justification

Tanwar et al. [147] 2020 Consortium Byzantine Fault
Tolerance

Hyperledger Blockchain Smart contract High storage overhead and
relying on MSP, so it

lacks a decentralized
feature

Niu et al. [148] 2020 Private Proof of work Proposed by
authors

Cloud ABE Performance is only
measured in terms of

some attributes and
search time

GuardHealth [150] 2020 Consortium Delegated proof
of stake

Ethereum Cloud Smart contract Network latency increases
according to the number

of nodes

SecureRx [122] 2021 Public Proof of work Ethereum Local,

Mongo
DB

Smart contract There is no clear

mechanism for evaluating
the framework’s

scalability and throughput
in high workload

situations

SPChain [123] 2021 Public Pow and BFT Bitcoin Local Proxy re-

encryption

High communication

overhead and low
throughput

BCHealth [152] 2021 Private Proof of
authority

Proposed by
authors

Private
blockchain

Policies in
blockchain

A little delay in retrieving
EHR and more storage

overhead

Chen et al. [153] 2021 Private PBFT (Kafka) Hyperledger Cloud Smart contract
(Chaincode)

The EHRs are outsourced
to cloud storage servers
that lack the blockchain

decentralization feature

SmartMedChain [155] 2021 Private PBFT (Kafka) Hyperledger IPFS Smart contract
(Chaincode)

Involving several
blockchains that require a
significant amount of

computing resources

PTBM [156] 2021 Public,
Private

Proposed by
authors

Hyperledger Blockchain Smart contract
(Chaincode)

High computational
overhead when the users’

number increases

Xiang and Zhao [157] 2022 Private,

Consortium

Proposed by

authors

Proposed by

authors

Cloud ABE Depending on the CSP, it

may eliminate the
decentralization feature

EL Azzaoui
et al. [158]

2022 Private Practical
byzantine fault

tolerance

Hyperledger Cloud Smart contract The encryption and
decryption phases of this

framework have
weaknesses, they are not

discussed in detail

HealthLock [91] 2023 Public Byzantine Fault

Tolerance

Ethereum Cloud ABE Constrained scalability and

performance concerns.
Homomorphic encryption

is a computationally
intensive technique
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Table 4 (continued)

Proposed method Year Blockchain

type

Consensus

protocol

Blockchain

platform

EHR

location

Access control

technique

Drawbacks of the proposed

methods

Sharma et al. [127] 2023 Public Proof of Work Ethereum Blockchain Smart Contract Exclusive focus on medical

certificates. PoW protocol
requires more energy

resources

Chinnasamy

et al. [128]

2023 Public Proof of Work Ethereum IPFS Smart Contract Reliance on cloud

infrastructure may
partially compromise the

decentralization benefits
of blockchain

Peng et al. [125] 2023 Public
Consortium

Proof of Work
HotStuff [170]

Proposed by
authors

Blockchain Smart Contract The bilinear pairing
operations for

authentication impact
efficiency and lack

scalability

Martı́nez et al. [159] 2023 Private Practical

byzantine fault
tolerance

Hyperledger

Fabric

Local Smart Contract

(Chaincode)

The blockchain is

configured on a single
machine that limits the

generalization of results

Yang et al. [160] 2023 Private Practical

byzantine fault
tolerance

Hyperledger

Fabric

Blockchain Smart Contract

(Chaincode)

The model neglects to

recognize master chain
nodes during high access

Mittal and
Ghosh [161]

2023 Private Proposed by
authors

Proposed by
authors

Cloud CP-ABE, Proxy
re-encryption

CP-ABE usage leads to
computational overhead

proportional to the
number of key attributes

Alsuqaih et al. [162] 2023 Private Practical
byzantine fault

tolerance

Proposed by
authors

Local Policies in
blockchain

Reliance on a local
database may

compromise
decentralization

Abutaleb et al. [163] 2023 Consortium Practical
byzantine fault

tolerance

Hyperledger
Fabric

Blockchain Smart Contract
(Chaincode)

The blockchain is not an
optimal solution for

storing extensive health
data

Sutradhar et al. [164] 2024 Consortium Practical
byzantine fault

tolerance

Hyperledger
Fabric

Blockchain Role-based
Access

Control
(OAuth

2.0 [165])

The framework lacks
interoperability and

scalability features

Lax et al. [126] 2024 Public Proof of Stake Ethereum Blockchain Smart Contract The framework is not fully
implemented. High
computation overhead

AC-BMS [166] 2024 Consortium PBFT Ethereum

Hyperledger
Fabric

Blockchain Smart Contract The AC-BMS fails to

recognize request types
under high concurrent

access

Li et al. [167] 2024 Consortium PBFT Hyperledger

Fabric

Blockchain CP-ABE CP-

ABSE

The scheme does not

prevent revoked keys
from accessing

blockchain data

Kaur et al. [168] 2024 Private PoW Ethereum IPFS CP-ABE Smart

Contract

The framework suffers

from high latency and low
throughput

Jakhar et al. [169] 2024 Consortium PBFT Hyperledger
Fabric

Blockchain Smart Contract The performance, mainly
based on response time

and memory usage,
suffers from high

response time costs
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In conclusion, addressing privacy challenges in block-

chain-based healthcare requires a combination of advanced

cryptographic techniques, innovative frameworks, and

regulatory alignment. Future research should focus on

scalable, interoperable, and compliant solutions to unlock

the full potential of blockchain in healthcare.

8 Open issues and future research directions

Blockchain technology has the capability to transform

healthcare by enabling secure and transparent sharing of

data, promoting interoperability, and facilitating patient-

centered care. However, there remain some unresolved

issues and areas for future research in the application of

blockchain technology to healthcare.

8.1 Privacy-preservation with high-efficiency

Improving the efficiency of blockchain frameworks is

challenging due to the high computational costs of cryp-

tographic techniques like ZKP and FHE, often making

them impractical for large-scale or real-time medical sys-

tems, especially when EHRs are acquired via IoT sensors.

According to [176], IoT-based EHR systems face addi-

tional security and efficiency challenges, such as limited

processing power, energy constraints, and vulnerability to

unauthorized access. The FogBlock Connect framework,

proposed by [177], addresses these challenges by inte-

grating fog computing and blockchain to reduce latency

and enhance data security while maintaining operational

efficiency. While decentralized storage solutions like

IPFS [120] improve data integrity and availability, they do

not fully address latency or computational overhead.

Suggestions:

• Academic Sector: Develop lightweight cryptographic

algorithms tailored for healthcare, balancing privacy

and efficiency.

• Industry Sector: Implement hybrid systems combining

on-chain and decentralized off-chain storage to improve

scalability and reduce latency.

8.2 Blockchain scalability

Blockchain scalability refers to a system’s ability to

increase throughput while reducing latency and transaction

costs [178]. In decentralized healthcare systems, where

multiple providers collaborate, scalability becomes a crit-

ical requirement to ensure seamless data exchange and

real-time access to patient records [119]. Extending tradi-

tional EHR methods for access control management is

essential to enable a reliable and scalable medical system.

Role of Third-Layer Blockchains in Scalability:

Third-layer blockchains (Layer 3) are protocols or frame-

works built on top of Layer 2 solutions (e.g., rollups,

sidechains) to further enhance scalability, interoperability,

and functionality. They address scalability challenges

through the following mechanisms:

• Offloading Computational Workload: By managing

complex computations off-chain, third-layer block-

chains reduce congestion on the main blockchain,

improving overall scalability.

• Data Indexing and Query Optimization: These

solutions provide efficient data retrieval mechanisms,

minimizing the need for full-node storage and enhanc-

ing query response times.

• Cross-Chain Communication: They enable seamless

interaction between different blockchain networks,

allowing healthcare providers to share data across

platforms without compromising security or

performance.

• Resource Optimization: By allocating computational

resources efficiently, third-layer blockchains reduce

latency and transaction costs, which are critical for

real-time healthcare applications.

Third-layer blockchains can significantly enhance health-

care systems by improving throughput to handle a higher

volume of transactions, reducing latency to ensure timely

access to critical patient data, and enabling interoperability

to facilitate seamless data sharing across different health-

care providers and systems. This ensures continuity of care

and enhances the overall efficiency of healthcare delivery.

As highlighted in [179], third-layer blockchains, combined

with Layer 2 scaling solutions, offer a promising approach

to achieving the scalability required for modern healthcare

systems.

Suggestions:

• Academic Sector: Development of novel consensus

mechanisms and Layer 3 protocols to enhance scala-

bility without compromising security.

• Industry Sector: Implementation of Layer-3 block-

chain solutions in real-world medical data systems.

8.3 Privacy-preservation with accountability

Balancing privacy and accountability is challenging, as

malicious participants may exploit anonymity to engage in

illegal activities (e.g., drug trading) without detection.

While privacy preservation is essential, revealing the

identities of malicious actors in certain cases conflicts with

this goal. Blockchain’s decentralized nature, which elimi-

nates the need for a TTP, further complicates the design of

systems that require both privacy and accountability.
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As a potential solution, [180] proposed a blockchain-

based platform that enables accountability without mutual

trust or a central authority. By maintaining an

immutable ledger of interactions, this approach provides a

verifiable indicator of unusual behavior, helping identify

malicious nodes while preserving the privacy of legitimate

participants. Addressing this trade-off remains a significant

future research direction.

Suggestions:

• Academic Sector: Development of cryptographic

techniques to enable accountability without compro-

mising privacy.

• Industry Sector: Implement blockchain-based auditing

tools to detect and mitigate malicious activities in

healthcare systems.

8.4 Access control revocation policy

Access control policies in blockchain-based systems are

often implemented using smart contracts. However,

revoking user access is computationally expensive,

requiring the data owner to modify the smart contract and

add new blocks to the blockchain. Most systems lack

attribute-based revocation, where access is revoked entirely

based on user attributes. While methods like ABE and

identity-based encryption (IBE) [33, 143, 148, 181] enable

revocation based on attributes, they may suffer from for-

ward and backward security issues. For example, new users

might access previously encrypted EHRs without the data

owner’s consent. A promising solution is the use of lazy

revocation schemes [182], which efficiently update keys to

address these challenges.

Suggestions:

• Academic Sector: Development of efficient attribute-

based revocation mechanisms for smart contracts to

minimize computational overhead.

• Industry Sector: Develop user-friendly access control

frameworks with built-in revocation capabilities for

healthcare providers.

8.5 Outsourcing EHRs to cloud storage

EHRs can be stored either on-chain or off-chain, such as in

cloud storage. However, outsourcing EHRs to cloud ser-

vice providers (CSPs) introduces security and patient pri-

vacy risks, as CSPs may be vulnerable to data breaches,

insider threats, or misconfigurations that expose sensitive

information. Additionally, the centralized nature of cloud

storage can introduce latency and may not seamlessly

integrate with blockchain’s decentralized architecture. As

highlighted in [183], traditional cloud-based access control

mechanisms, such as Role-Based Access Control (RBAC)

and certain centralized Attribute-Based Access Control

(ABAC) implementations, often struggle to address these

challenges due to their reliance on central authorities,

which can become single points of failure.

To mitigate these risks, EHRs can be anonymized before

outsourcing using K-Anonymity techniques [184], though

additional privacy-preserving mechanisms (e.g., differen-

tial privacy) may be necessary to prevent linkage attacks.

The HCAC-EHR framework [185] proposes a hybrid

cryptographic access control scheme for secure storage and

retrieval of EHRs in healthcare cloud environments.

Alternatively, decentralized storage solutions such as the

IPFS [120] or edge computing [181] can be employed to

enhance security and reduce latency. IPFS facilitates tam-

per-resistant, distributed file storage, while edge computing

allows processing closer to the data source, minimizing

dependence on centralized cloud infrastructure. These

decentralized approaches align more closely with block-

chain’s principles, offering improved privacy, scalability,

and resilience against attacks.

Suggestions:

• Academic Sector: Research hybrid storage solutions

combining blockchain and decentralized storage for

enhanced security and scalability.

• Industry Sector: Deployment of blockchain-integrated

decentralized storage solutions for healthcare.

8.6 Interoperability between healthcare systems

Interoperability challenges arise from the lack of stan-

dardized blockchain frameworks, cross-border data trans-

fers, and varying national regulations. These barriers

hinder communication between healthcare systems, espe-

cially when patients interact with multiple systems across

different countries. Regulatory constraints, such as the

General Data Protection Regulation (GDPR) [186], further

complicate data sharing and transfer. Additionally, inter-

operability between blockchain platforms (e.g., Ethereum

and Hyperledger) and non-blockchain systems is particu-

larly challenging [187]. A potential solution is to use

shared off-chain data, but ensuring its authenticity and

integrity remains a critical concern.

Suggestions:

• Academic Sector: Design interoperability frameworks

for seamless data exchange between heterogeneous

blockchain platforms.

• Industry Sector: Develop middleware solutions to

bridge blockchain and legacy healthcare systems,

ensuring compliance with regulations.
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8.7 Compliance with privacy regulations

The development of blockchain-based healthcare solutions

faces challenges due to the lack of standardized regula-

tions. Recent health data breaches have highlighted vul-

nerabilities, prompting a reassessment of existing systems.

Regulatory bodies like GDPR [186] in the EU and the

Health Insurance Portability and Accountability Act

(HIPAA) [188] in the USA mandate robust security and

privacy measures for healthcare providers. These regula-

tions require securing patient data while ensuring accessi-

bility for data owners and authorized third parties.

Compliance with these evolving guidelines is essential for

all participants in the system.

Suggestions:

• Academic Sector: Explore regulatory-compliant block-

chain designs that balance privacy and accessibility.

• Industry Sector: Create compliance tools and frame-

works to help healthcare providers implement block-

chain solutions that meet regulatory standards.

8.8 Integration of blockchain and artificial
intelligence

AI involves creating intelligent systems capable of per-

forming tasks without human intervention, leveraging

machine learning and deep learning algorithms [189]. The

integration of blockchain and AI has the potential to rev-

olutionize healthcare by enhancing threat detection,

improving data privacy and integrity, and increasing

resistance to attacks [190]. Recent advancements in large

AI models, such as Large Language Models (LLMs) and

transformer-based architectures like GPT, have improved

diagnostic accuracy and treatment recommendations.

However, challenges remain in ensuring the reliability and

adoption of these models in clinical settings.

Blockchain integration enhances security by ensuring

data integrity and access control, particularly for training

and deploying AI models in privacy-sensitive environ-

ments. Centralized AI platforms, which store patient data

in provider data centers, raise concerns about data brea-

ches [191]. Federated learning, combined with blockchain,

offers a solution by enabling collaborative training of

shared AI models without exposing underlying data, sig-

nificantly enhancing privacy [192]. For example, [193]

proposed a blockchain-based reinforcement federated

learning framework for scalable Internet of Medical Things

(IoMT) applications. Their approach uses federated learn-

ing to train machine learning models on decentralized

medical data without transferring raw data, ensuring pri-

vacy, while blockchain secures the aggregation of model

updates and maintains data integrity. This framework

addresses scalability challenges while preserving patient

privacy, making it a promising solution for real-time health

data analysis and remote patient monitoring.

Suggestions:

• Academic Sector: Investigate privacy-preserving AI

training methods (e.g., federated learning) combined

with blockchain for secure data sharing.

• Industry Sector: Develop blockchain-based platforms

for training and deploying AI models in healthcare,

ensuring data integrity and access control.

9 Case studies of blockchain-based access
control in healthcare

This section presents two case studies that demonstrate the

practical implementation of blockchain-based access con-

trol and privacy preservation in healthcare. Each case study

highlights unique challenges, solutions, and outcomes,

providing insights into the real-world applicability of

blockchain technology.

9.1 Case Study 1: blockchain-based EHR access
control in a hospital network

In a real-world application, a large hospital network

implemented a blockchain-based access control system to

securely manage EHRs across multiple branches and

affiliated clinics. This case study demonstrates the practical

implications of blockchain technology for access control

and privacy preservation in healthcare.

9.1.1 Scenario

The hospital network, consisting of multiple branches and

affiliated clinics, faced challenges in securely sharing

EHRs among healthcare providers while ensuring patient

privacy and compliance with regulations such as the

HIPAA. To address these challenges, the network adopted

a blockchain-based solution.

9.1.2 Implementation

The implementation involved the following key

components:

• Blockchain Platform: The hospital chose Hyper-

ledger Fabric, a permissioned blockchain platform,

due to its scalability, privacy features, and support for

smart contracts.
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• Access Control: Smart contracts were used to define

access policies. For example:

– Only authorized doctors and nurses could access

specific patient records.

– Patients could grant temporary access to specialists

or external healthcare providers.

– Access logs were immutably recorded on the

blockchain for auditing purposes.

• Privacy Preservation: To protect patient privacy, the

system integrated privacy-preserving techniques such

as:

– ZKPs: Used to verify access permissions without

revealing sensitive patient information.

– Data Encryption: EHRs were encrypted and stored

off-chain, with only metadata (e.g., access logs)

stored on the blockchain.

• Consensus Protocol: The hospital employed the PBFT

consensus protocol to ensure fast transaction processing

and fault tolerance.

9.1.3 Outcome

The implementation yielded the following outcomes:

• Improved Security: Unauthorized access to EHRs was

prevented, and data breaches were minimized.

• Enhanced Privacy: Patients had control over who

accessed their records, and sensitive data was protected

using cryptographic techniques.

• Regulatory Compliance: The immutable audit trail on

the blockchain ensured compliance with healthcare

regulations.

• Efficiency: Healthcare providers could securely access

patient records in real-time, improving care coordina-

tion and reducing administrative overhead.

• Challenges: Increased computational overhead due to

ZKP verification and encryption schemes.

9.1.4 Discussion

This case study demonstrates the effectiveness of block-

chain-based access control frameworks in hospitals. How-

ever, scalability, interoperability with legacy systems, and

computational efficiency of cryptographic techniques

remain challenges for future research.

9.2 Case Study 2: decentralized patient data
sharing in a telemedicine platform

Building on the success of blockchain-based access control

in hospital networks, the next case study explores the

application of blockchain technology in telemedicine

platforms. Telemedicine, which relies heavily on secure

and decentralized data sharing, presents unique challenges

and opportunities for blockchain integration. The following

case study highlights how blockchain can address these

challenges while ensuring patient privacy and regulatory

compliance.

9.2.1 Scenario

A telemedicine platform aimed to facilitate secure and

decentralized sharing of patient data between healthcare

providers and patients. The platform needed to ensure data

integrity, patient privacy, and compliance with regulations

like the GDPR.

9.2.2 Implementation

The platform implemented the following:

• Blockchain Platform: The platform used Ethereum

(with a private network) to leverage its smart contract

capabilities and support for decentralized applications

(dApps).

• Access Control: Smart contracts were deployed to

manage access permissions. For example:

– Patients could grant or revoke access to their data

for specific healthcare providers.

– Access requests were logged on the blockchain for

transparency and auditing.

• Privacy Preservation: To ensure privacy, the platform

integrated:

– Data Anonymization: Ring Signatures ensured

anonymity in access requests.

– Off-Chain Storage: Sensitive data was stored off-

chain in a secure, encrypted database, with only

hashes stored on the blockchain.

• Consensus Protocol: The platform used PoA for

consensus, ensuring fast transaction processing and

energy efficiency.

9.2.3 Outcome

The implementation resulted in:
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Table 5 A comparison of access control frameworks from privacy and security perspectives

Reference Confidentiality Integrity Availability Accountability Revocability Scalability Access Control

MedRec [115] x x x U x x U

HDG [78] x U x x x x U

ChainAchor [95] U U U x x x U

MeDShare [133] U U x x U U U

BBDS [134] U U x U x U U

Dubovitskaya et al. [136] U U x x x U U

BHEEM [116] U x x x U U U

Ancile [138] U x x x x x U

FHIRChain [131] U U U U U x U

Zhang and Poslad [140] U U x x x x U

MediChainTM [141] U U x x x U U

BSPP [68] U U U x x x U

Wang and Song [143] U U x x x x U

Nguyen et al. [119] U U U U U x U

Healthchain [120] U U U U x U U

Hirtan et al. [145] U x x x x x U

Omar et al. [42] U U U x x x U

Madine et al. [121] U U U x x x U

Dias et al. [146] U U U U U x U

Tanwar et al. [147] U U x x U U U

Niu et al. [148] U U x x x x U

GuardHealth [150] U U x x U x U

SecureRx [122] U x x U x U U

SPChain [123] U U x x x x U

BCHealth [152] U x x x U x U

Chen et al. [153] U U x x x x U

SmartMedChain [155] U U U U U x U

PTBM [156] U U U x x x U

Xiang and Zhao [157] U U x x x x U

EL Azzaoui et al. [158] U U x x x x U

HealthLock [91] U U x U x x U

Sharma et al. [127] U U U x x x U

Chinnasamy et al. [128] U U U x U x U

Peng et al. [125] U U U U U x U

Martı́nez et al. [159] U U U U x x U

Yang et al. [160] U U U U x U U

Mittal and Ghosh [161] U U U x U x U

Alsuqaih et al. [162] U U U x U x U

Abutaleb et al. [163] U U U U U x U

Sutradhar et al. [164] U U U x U x U

Lax et al. [126] U U U x x x U

AC-BMS [166] U U U U x U U

Li et al. [167] U U U U x x U

Kaur et al. [168] U U U U U x U

Jakhar et al. [169] U U U x U x U
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• Secure Data Sharing: Patients retained control over

their data, and healthcare providers could access it

securely.

• Regulatory Compliance: The platform met GDPR

requirements for data protection and patient consent.

• Improved Trust: Patients were more willing to share

data, knowing it was protected by blockchain

technology.

• Challenges: SMPC computations introduced slight

delays in data processing, requiring optimization.

9.2.4 Discussion

This case study highlights blockchain’s role in decentral-

ized patient data sharing and telemedicine. However,

optimizing cryptographic computations, reducing latency,

and ensuring seamless interoperability remain critical

future directions.

10 Conclusion

This survey paper highlights research trends by presenting

the most significant access control methods in state-of-the-

art healthcare applications. It provides a comprehensive

overview of healthcare DApps based on blockchain tech-

nology, focusing on privacy-preserving access control

methods for EHRs. We categorized blockchain-based

access control methods into permissioned and permis-

sionless systems, summarizing them based on publication

year, blockchain type, consensus protocol, platform, EHR

location, privacy/access control techniques, and weak-

nesses. Our analysis confirms that blockchain is one of the

most widely adopted solutions for decentralization, secu-

rity, access control, and privacy in healthcare, addressing

numerous challenges related to health data privacy. This

paper also provided an overview of blockchain technology,

emphasizing its main characteristics, such as confidential-

ity, transparency, integrity, and availability. We discussed

the structure of blockchain systems, their types, and the

critical role of consensus protocols in ensuring network

equality and security. Additionally, we defined smart

contracts and highlighted their importance in access control

and healthcare system management. Furthermore, we out-

lined the most common blockchain-based privacy preser-

vation techniques used in EHR access control methods.

Our survey reveals that most proposed methods rely on

established blockchain platforms like Ethereum and

Hyperledger Fabric, which support smart contracts. These

smart contracts, often developed in general-purpose pro-

gramming languages, serve as a key access control mech-

anism. To improve the efficiency, decentralization, and

scalability of access control methods, we recommend

storing only the hash value of healthcare data on the

blockchain ledger while encrypting and storing the actual

data in off-chain systems like IPFS, which handles large

files by dividing them into 256 KB chunks. Finally, we

highlighted privacy challenges in blockchain-based

healthcare systems and presented open research issues and

future directions. This survey underscores the potential of

blockchain technology to revolutionize healthcare access

control while identifying areas for further exploration and

innovation.

List of Notations H: Hash function; f0; 1g�: Set of all binary strings

of arbitrary finite length; f0; 1gn
: Set of binary strings of fixed length

n; h: Hash value; x; x0: Inputs to a hash function; H(x): Hash of input

x; ti: Transaction in a blockchain; HðtiÞ: Hash of transaction ti;
H(L), H(R): Hashes of left and right child nodes in a Merkle tree; k:
Concatenation operator; Hparent: Hash of a parent node in a Merkle

tree; N: Number of parties in secure multi-party computation

(SMPC); f ðx1; x2; . . .; xNÞ: Function computed by N parties in

SMPC; xi: Private input of party i in SMPC; KeyGenð1kÞ: Key
generation algorithm in homomorphic encryption; pk, sk: Public and
private keys in homomorphic encryption; Encðpk;mÞ: Encryption of

plaintext m using public key pk; Decðsk; cÞ: Decryption of

ciphertext c using private key sk; m;m1;m2: Plaintext messages;

c: Ciphertext; /: Statement in a zero-knowledge proof (ZKP); P:
Prover in a ZKP protocol; V: Verifier in a ZKP protocol; t: Threshold
in Shamir’s secret sharing scheme; k: Security parameter
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